Company Confidential
Page 37
1/20/2012

[image: image1.png]\l

InfraStru

Central




InfraStruXure ™ Central v6.0
Web Services Integration

Development Guide 
v1.0

Authored by

Steven R.Taschereau

Staff Software Engineer



	Date
	Change
	Author

	09-Mar-09
	First Write
	SRT

	10-Apr-09
	Added sample SOAP packets
	SRT

	14-Jul-09
	Added getSensorDataRange method
	SRT

	20-Jul-09

18-Sep-09

16-Oct-09

12-Mar-10
	Added note regarding “?” in dynamic web service URLs.

Added delta alarm methods

Added multiple peak and average sensor methods

Changed use of nulls in ISXCDevice to empty strings
	SRT

SRT

SRT

SRT




Index 
2Index


41
Purpose


42
Intended Audience


43
Glossary


64
Development Environment


75
ISX Central Server Appliance


75.1
Software Installation


75.2
Software Upgrade


75.3
System Defaults


86
ISX Central Web Services Set-up


87
ISX Central Web Services v1.0 Architecture


87.1
Services


87.2
Interfaces


107.3
Device Access, Authentication and Permissions


107.4
Localization and Internationalization


117.5
Web Service Description Language Files


128
ISX Central Web Services Schema


128.1
Lists and Arrays and Nulls


128.2
Web Service Element Hierarchy


138.3
ISXC Element


138.4
ISXC Named Element


148.5
ISXC Device


168.6
ISXC Sensor


178.7
ISXC Alarm


178.8
ISXC Device Group


188.9
Data for Disconnected/Unplugged Sensors


188.10
ISXC Sensor Data


198.11
ISXC Sensor Data Set


199
Data Exposed Via Web Services versus ISX Central Client GUI


2010
ISX Central Web Services Interface


2010.1
Device Service


2110.1.1
Methods


3310.2
Sensor Service


3410.2.1
Methods


5510.3
Alarms Service


5510.3.1
Methods


7510.4
Device Groups Service


7510.4.1
Methods


85Appendix: ISXC Web Service Element Types


85Appendix: ISXC Web Service Device Types


86Appendix: ISXC Web Service (Sensor) Data Value Types


86Appendix: ISXC Web Service Alarm States


86Appendix: ISXC Web Service Alarm Severity Types


87Appendix: ISXC Web Service Communication States


87Appendix: ISXC Web Service Device States


87Appendix: ISXC Web Service Sensor States


87Appendix: ISX Central Server v5.1 Polling Intervals


88Appendix: ISX Central Server v5.1 Alert Actions


89Appendix: ISX Central Server v5.1 Alert Thresholds


89Appendix: FAQ




1 Purpose

The purpose of this document is to provide the reader with a mid-level overview of the entities, terminology and concepts involved in developing software to integrate with the web services interface of an APC InfraStruXure Central appliance.

Note: This document assumes that the reader has previously read and understood the InfraStruXure Central Web Services Integration Concepts Guide and has a working knowledge of software development and web services.
2 Intended Audience

This document is intended for the following:

· Software integration developers.

3 Glossary

	Alarm
	A condition requiring attention/resolution.

	Alert
	Notification of an active alarm.

	ARU
	Air removal unit; a device for extraction of hot air from equipment racks.

	Capacity Group
	In APC Change & Capacity Manager, a user-defined grouping of devices that are constrained by the same power capacity requirements.

	CCM
	APC Change & Capacity Manager – a suite of tools that allow users to design and manage change within datacenters.

	CRAC
	Computer Room Air Conditioner

	Crawled device
	A device discovered on a network by a NetBotz device.

	Datacenter
	Any room containing networked computer equipment and the devices needed to support the operation of that equipment.

	Device
	Any network addressable element directly discovered and monitored by an ISX Central Server. A device may contain any number of sensors, may have attached pods and/or probes, and may monitor other devices.

	Device Group
	In ISX Central, a Device Group represents user-defined hierarchical grouping of devices. 

	DPWS
	Devices Profile for Web Services – A protocol specification for managing devices through web service-based interfaces. DPWS is built upon WS-Discovery, WS-Eventing, WS-Transfer and WS-MetadataExchange standards. Proposed by Microsoft et al, administered by DMTF, initially implemented by Schneider Electric. Reference implementations available at SOA4D.org and WS4D.org.

	EMU
	Environmental Monitoring Unit

	Event
	Any alarm or data change notification.

	HTTP
	HyperText Transfer Protocol – a standardized protocol for exchanging information between a client and server over a computer network such as the Internet.

	ISXC / ISX Central / InfraStruXure Central (Server)
	An appliance for monitoring infrastructure (power, cooling, security, etc) devices in a datacenter. Also acts as host for APC Change and Capacity Manager.

	DCPI
	Datacenter Physical Infrastructure. The collection of devices required to support the servers and storage devices in a datacenter.

	NetBotz / WallBotz / Bot
	APC’s brand of network addressable devices that are designed to provide security, video and environmental monitoring capabilities. NetBotz devices can be either rack-mounted or wall-mounted. 

	NetBotz enclosure
	An entity representing the physical hardware of a NetBotz device minus any pods or probes which may be attached to the NetBotz device. The concept of an enclosure allows for the separation of the status of a NetBotz device from the status of the pods and probes attached to it.

	NMC
	Network Management Card – an accessory that enables a device in which it is installed, the ability to be monitored and managed over a network.

	PDU
	Power Distribution Unit – a device that channels power from an input source such as a UPS to a set of racks.

	Physical Container
	Any physical entity that can contain other physical entities; e.g. a room, a row, a rack, or a chassis.

	Pod
	A hardware attachment to a NetBotz device which may contain a video camera and/or sockets for connecting environmental probes. 

	Power Path
	The hierarchical topology of electrically connected devices with the common power source(s) as the root of the hierarchy.

	Probe
	An electrical circuit that measures a specific aspect of either the device to which it is attached or the surrounding environment; e.g. current or temperature. Probes are generally monitored as sensors through their parent device.

	rPDU / rmPDU
	Rack mounted PDU – basically an outlet strip located in a rack that provides power to individual devices like servers.

	Sensor
	A single queryable data point. The value of the data point could represent either an internal or external value from a device, pod or probe; e.g. the current system clock time, the temperature measured by an environmental probe, etc.

	SOAP
	Simple Object Access Protocol – a means of using xml packets to describe and access software objects.

	Storage Room
	A room that contains equipment that is not currently activated. Storage rooms have no defined rows of racks.

	UPS
	Uninterruptible Power Supply

	Web Service
	A set of well defined methods invoked by sending SOAP packets over HTTP to a web service provider.

	WSDL
	Web Service Description Language – a standardized xml file that describes the methods available on a web service.

	WS-Eventing
	An industry standard specification for sharing events over web services.

	XML
	eXtensible Mark-up Language – a standardized grammar for describing complex objects using simple textual constructs.


4 Development Environment

In order to develop an integration between a 3rd-party application and InfraStruXure Central via web services, you need the following in your development environment.

· A computer running your IDE of choice (Eclipse, Visual Studio, NetBeans IDE, etc). If you wish to run the ISX Central client application on this system then it must be running either Windows or Linux. 
· Either access to an ISX Central server running the latest software or copies of the ISX Central web service WSDL files.

· A tool that can either generate code stubs from WSDL files or otherwise act as your application’s interface to ISX Central web services.

· Additionally it would expedite development and testing to have access to an instance of the 3rd-party application and an actual ISX Central server monitoring real infrastructure devices.

The following diagram depicts a typical development environment:
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5 ISX Central Server Appliance

The InfraStruXure Central server appliance is a “locked-down” Linux server customized to run the ISX Central software and fine-tuned to monitor and collect data from up to 4025 networked devices depending on model.  

5.1 Software Installation

Note: ISX Central server is not intended or architected to allow customers to install or run software products on the server other than those that are factory installed, approved or provided by APC.

ISX Central server comes with the customized operating system and monitoring application pre-installed. Re-installing the software generally requires obtaining an ISO image from APC and re-imaging the server. 
For ISX Central servers with integrated DVD readers, obtain the ISO image from APC in either binary-file format and burn it onto a DVD or obtain a DVD that already has the ISO image on it. Re-installing the software simply involves inserting the DVD into the reader and rebooting the server.
For ISX Central servers without integrated DVD readers, it may be possible to use an external USB DVD reader depending on the server version. Otherwise, obtain a special USB flash-key image.
5.2 Software Upgrade

APC will periodically make ISX Central software upgrades available.

Installing an upgrade requires downloading the upgrade pack to a location that is accessible by any computer that can run the ISX Central client application. Once the pack is downloaded, it must then be uploaded to the ISX Central server through the ISX Central client application. This is accomplished by selecting the Updates->Apply Server Updates menu option from the client
Warning: The difference between re-installing and upgrading ISX Central software is that any installed license keys, stored data or saved searches are deleted by re-installing but preserved when upgrading.
5.3 System Defaults

The ISX Central server comes with limited (25 node) device support by default. This means that an unlicensed ISX Central server can discover and monitor 25 nodes. ISX Central also includes a single (1 node) video surveillance license. 
Note: A node is the equivalent of one network addressable device; child devices attached to a networked device do not count against the node limit. Additional device and video support requires obtaining and additional APC license keys.
ISX Central also has a default system administrator account (apc/apc). Most customers delete this account after setting up a system admin account that meets their own specific requirements.
6 ISX Central Web Services Set-up

The ISX Central web services interface requires no additional steps to activate or configure. However, since the web services interface only exposes entities that ISX Central server contains and the calling application has access to, you may have to perform one of more of the following:

· Install device licenses.

· Define a user account to associate with the calling application.
· Define Device Groups and configure account access on them.

· Define and run “device discoveries” and/or enable private-network discovery to initiate device monitoring.
· Place discovered devices into desired Device Groups.

At the very least you will need to define discoveries (or enable private-network discovery) so that ISX Central can expose real device data and alarms.
7 ISX Central Web Services v1.0 Architecture

7.1 Services
ISX Central server features and data are exposed via a standards-based web service interface.  This interface is separated into individual web services based upon functionality. The following table lists all of the currently available web services:
	Service 
	v1.0 Interface availability
	v2.0 Interface availability

	Devices Web Service
	ISXC v5.1 and ISXC v6.0
	ISXC v6.0

	Alarms Web Service
	ISXC v5.1 and ISXC v6.0
	ISXC v6.0

	Device Groups Web Service
	ISXC v5.1 and ISXC v6.0
	ISXC v6.0

	Sensors Web Service
	ISXC v5.1 and ISXC v6.0
	ISXC v6.0

	WS-Eventing
	ISXC v6.0
	n/a


Note: Where there is more than one version of a service, it is strongly recommended that you use the latest version. The earlier versions are supported for backward compatibility.

7.2 Interfaces
Depending on the capabilities of their applications, developers can choose to integrate with the ISX Central web services directly or through custom adapters that act as intermediaries for applications that do not support invoking web services.

The diagram below depicts the available interfaces for web services and various event channels between ISX Central server and 3rd-party applications. All of the event channels are labeled as optional because a client could implement an integration based solely on periodic polling of ISX Central web services.  
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The WS-Eventing interface provides an asynchronous mechanism for notifying client applications of changes on the ISX Central server.

The diagram also shows that for a simpler but less comprehensive event channel than is provided by WS-Eventing, a 3rd-party application could leverage one or more of the following: 

· Existing ISXC alert and trap generation mechanisms; i.e. the features available under the ISXC Settings->Alert Settings->Alert Actions option. 

· SNMP device trap forwarding.
The following table lists the types of events available on each of the various channels.

	
	WS-Eventing
	Existing Alerts/traps
	Trap forwarding.

	Device update events
	yes*
	
	

	Device Group update events
	yes*
	
	

	Sensor update events
	yes*
	
	

	Alarms
	yes
	yes
	yes


Note: * in the above table denotes future functionality.
As illustrated by the above table, 3rd-party applications designed to use existing alert and/or trap mechanisms instead of the WS-Eventing interface will probably have to resort to a web service polling mechanism in order to obtain data for deriving device and sensor data change events.
The requirements and procedures for integrating with the WS-Eventing service are described in detail in a separate document.

7.3 Device Access, Authentication and Permissions

ISX Central web services support Basic authentication over HTTP or HTTPS (over SSL).

User credentials (username/password) must be provided for each and every web service method invocation; the concept of a single-login-session is not supported. The credentials used must belong to a valid ISX Central user account configured on the ISX Central server being queried. 

The permissions configured on the ISX Central server for the user account can affect the contents of web service query responses. In other words, responses to web service queries will only contain references to devices and other entities that the user account has been granted permission to access.

For more detailed information regarding how user account permissions affects device access, please refer to the  ISXC Device Groups, Security and Device Hierarchy section of the companion ISX Central Web Services Concepts Guide.

7.4 Localization and Internationalization

Most of the methods specified in the ISX Central web service interface accept a locale parameter which may affect the representation of data returned by those methods. In all instances, a locale is specified as a string in the format “xx-YY” where xx represents a two letter language identifier (in compliance with ISO-639 language codes) and YY represents a two letter country identifier (in compliance with ISO-3166 country codes). 

Note: If either no locale (null) or an unsupported locale is specified in a method call, the current server locale configuration is assumed. 
If a specified locale has a language code that matches the language code of a supported locale, even though the country codes may not match, the supported locale will be used. 

The following list contains all supported locales in ISX Central v5.1:

· US English (en-US)

· Japanese (ja-JP)

· Korean (ko-KR)

· Chinese (zh-CN)

· Russian (ru-RU)

· Brazilian Portuguese (pt-BR)

· French (fr-FR)

· Spanish (es-ES)

· Italian (it-IT)

· German (de-DE)

7.5 Web Service Description Language Files
Web services often employ one or more Web Service Description Language (WSDL) files to describe, in a standardized format, the methods of a web service interface and the data passed to and from those methods.

WSDL files can be used by client application developers to generate “stub” code for invoking the methods of a particular web service. There are a large number of publicly available WSDL-to-code generators. WSDL files can also be used at run-time to format data sent to, or validate received from, a web service method.
ISX Central server provides access to separate WSDL files; one per version of each web service. These files are named:

ISXCentralAlarmsService_v<n_m>
ISXCentralDeviceGroupService_v<n_m>
ISXCentralDeviceService_v<n_m>
ISXCentralSensorService_v<n_m>
ISXCentralEventService_v<n_m>
Where <n_m> represents the major_minor version numbers of each service. ISX Central can support multiple versions of each service in order to maintain backward compatibility with earlier clients.

The ISX Central server publishes WSDL files at the following URLs: 

http://<server>/integration/services/<WSDL>?wsdl
http://<server>/wsdls/integration/services/<WSDL>.wsdl
The first URL returns dynamically generated WSDL files thereby guaranteeing that the files reflect the version of the ISX Central software currently installed on the server. Access to this URL requires authentication credentials of a valid ISX Central user. Note the “?” in the URL.
The second URL returns statically cached WSDL files from the server. Access to this URL does not require credentials.
Note: The dynamically generated WSDL will contain references to the server from which it was obtained. In the static WSDL, server references are replaced with the string “SERVER_REPLACE_ME”.  The ISXCentralEventService_v1_0 WSDL is only available as a static file.
8 ISX Central Web Services Schema
Note: The published ISX Central web service WSDL(s) will be the final authority on any data represented in the ISX Central web service interfaces.
8.1 Lists and Arrays and Nulls

Whenever an ISX Central web service interface method is invoked with invalid parameters, an exception will be returned to the caller. If a web service interface method is invoked with valid parameters but there is no associated data to return, the following will apply:

· If the expected return value is a string, an empty string will be returned*.

· If the expected return value is a single object reference, a null will be returned.

· If the expected return value is a list of objects, a list with no elements (empty list) will be returned. 

ISX Central web service interface methods will never return an array of null values or a null value when a list is expected.

The above rules also apply when the caller has specified Parameters but does not have permission to access the data that would otherwise be returned.

*NOTE: Although an element may be defined as “nillable” in one of the ISX Central web service WSDLs it is not guaranteed that a null value is to be returned for that element if it has no associated value. In most instances of String-typed elements, an empty string “” will be returned instead of a null.

8.2  Web Service Element Hierarchy
The elements employed by the ISX Central web services interface are analogous to Java or C++ object classes and have a class-like hierarchy.  The following diagram shows the relationships between the various elements.
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8.3 ISXC Element 
The base class of ISX Central web services interface is the ISXCElement. An ISXCElement represents and identifies the smallest common object maintained by the ISX Central server. 

An ISXCElement can represent a device, a sensor, a device group, an alarm, a room, etc. A key component of the ISXCElement is the element ID which uniquely identifies the element within the server.

An ISXCElement contains the following data:

	Member
	Purpose
	Type

	elementID
	Unique element identifier, generated by ISX Central server.
	string

	elementType
	Base element type designed to help clients filter on specific types of elements.
	Refer to Appendix: ISXC Web Service Element Types


8.4  ISXC Named Element

The named element (ISXCNamedElement) extends the base ISXCElement and represents a ISX Central entity which can be referred to by a human-readable name.

	Member
	Purpose
	Type

	baseElement
	The base element.
	Refer to ISXC Element

	name 
	A localized human-readable text, usually set by the user, that identifies the element. Same as displayed in ISXC GUI.
	string


8.5  ISXC Device
The device element (ISXCDevice) extends the ISXCNamedElement and represents a device that is monitored by an ISX Central server.

An ISXCDevice element contains the following data:

	Member
	Purpose
	Type

	baseNamedElement
	The base named element
	Refer to  ISXC Named Element

	deviceType
	The type of the device represented by this element.
	Refer to Appendix: ISXC Web Service Device Types

	commState
	Indicator of the state of communication between the ISX Central and the device.
	Refer to Appendix: ISXC Web Service Communication States

	parentID
	ID of the ISXCDevice that is parent to this device element.
If the device element represents the primary ISX Central server, this value will be an empty string “”. 

If the device element represents an entity parented by a Netbotz device, the value will be the ID of the Netbotz device. 

For all other devices, the value will be the ID of the primary ISXCentral server.

This field will be valid even if the caller doesn’t have permission to access the device represented by this ID.
	string

	hostName
	Fully qualified host name if available, otherwise IP address. For Netbotz pods and enclosures, the value is an empty string “”.
	string

	ipAddress
	IP Address if available. For Netbotz pods and enclosures, the value is an empty string “”.
	string

	modelName
	The device’s model name if available, otherwise an empty string “”.
	string

	modelNumber
	The device’s model number if available, otherwise an empty string “”.
	string

	serialNumber
	The device’s serial number if available, otherwise an empty string “”.
	string

	state
	The operational state of the device. This value is usually the same value that is exposed in the DEVICE_STATUS sensor.
	Refer to Appendix: ISXC Web Service Device States

	isPrivate**
	“true” if the device is connected to the ISX Central’s private network otherwise omitted.
	Boolean.

	location*
	The location data set in the device if available, otherwise an empty string “”.
	string

	supplemental*
	TBD
	string


Note: * indicates a field that is only available in the v2_0 version of the web service interface.
Note: ** indicates an attribute of the ISXCDevice element, not a member of the element.

Note: Not every member in the above table is applicable for every category of device. You can use the table below to programmatically differentiate between device categories. 

	
	Parent ID
	Device IP Address
	ISXCDeviceType

	Primary ISX Central server.
	“”
	IP of the primary ISX Central server.
	INFRASTRUXURE

	Discovered ISX Central server
	ID of the primary ISX Central server.
	IP of the discovered ISX Central server.
	INFRASTRUXURE

	Netbotz device
	ID of the primary ISX Central server.
	IP of the Netbotz device.
	NETBOTZ_WALL or NETBOTZ_RACK

	Netbotz enclosure
	ID of he Netbotz device
	“”
	NETBOTZ_ENCLOSURE

	Netbotz Sensor Pod
	ID of he Netbotz device
	“”
	SENSOR_POD

	Netbotz Camera Pod
	ID of he Netbotz device
	“”
	CAMERA_POD

	Netbotz CCTV Pod
	ID of he Netbotz device
	“”
	CCTV_POD

	Netbotz crawled SNMP device
	ID of he Netbotz device
	IP of the crawled SNMP device.
	<various: see Appendix: ISXC Web Service Device Types>

	Other SNMP device
	ID of the primary ISX Central server.
	IP of the other SNMP device.
	<various: see Appendix: ISXC Web Service Device Types>

	Modbus device
	ID of the primary ISX Central server.
	IP of the modbus device.
	<various: see Appendix: ISXC Web Service Device Types>


8.6  ISXC Sensor
The sensor element (ISXCSensor) extends the ISXCNamedElement and represents a single device sensor.

NOTE: Please read section 8.9 Data for Disconnected/Unplugged Sensors.
An ISXCSensor element contains the following data:
	Member
	Purpose
	Type

	baseNamedElement
	The base named element.
	Refer to  ISXC Named Element

	sensorType
	Identifies the type of the sensor.
	Refer to sensor type spreadsheet.

	sensorState
	Identifies the state of the sensor including whether or not the sensor is connected. Do not confuse the state of a sensor with the value of a sensor that measures state; eg, the state of the DEVICE_STATUS sensor is not equivalent to the value of the DEVICE_STATUS sensor.
	Refer to Appendix: ISXC Web Service Sensor States

	parentID
	ID of the device to which the sensor is connected.
	string

	index
	For sensors that have multiple instances or phases (or both) this is the instance index and/or phase value. The index/phase is always 1’s based. In the case where the sensor has both an instance and a phase, the values will be separated by a comma with the instance index preceding the phase value. Ex: Module 1 Voltage Sensor Phase L2 will have “1,2” in this value.
	string

	supplemental *
	TBD
	string


Note: * indicates a field that is only available in the v2_0 version of the web service interface.

8.7  ISXC Alarm
The alarm element (ISXCAlarm) extends the base ISXCElement and represents an active alarm within the ISX Central server.

An ISXCAlarm element contains the following data:

	Member
	Purpose
	Type

	baseElement
	The base element for the alarm which contains ISXCElementType and id,
	Refer to  ISXC Named Element

	alarmSeverity
	Identifier for the severity of the alarm.
	Refer to Appendix: ISXC Web Service Alarm Severity Types

	activeTime
	Date/Time the alarm became active.
	dateTime (xsd:datetime)

	resolvedTime
	Date/Time the alarm was resolved (for historical alarms).
	dateTime

(xsd:datetime)

	description
	Localized description of the alarm.
	String

	recommendedAction
	Localized recommended action to troubleshoot/resolve the alarm.
	String

	deviceID
	The unique id of the device generating the alarm.
	String

	sensorID
	The unique id of a sensor generating the alarm.
	String

	alarmState
	Identifier for the alarm state.
	Refer to Appendix: ISXC Web Service Alarm States


8.8  ISXC Device Group

The device group element (ISXCDeviceGroup) extends the ISXCNamedElement and represents a user-defined grouping or association of devices within the ISX Central server.

An ISXCDeviceGroup element contains the following data:
	Member
	Purpose
	Type

	baseNamedElement
	The base named element.
	Refer to  ISXC Named Element

	deviceCount
	Count of devices visible to this DeviceGroup or in hierarchy of child DeviceGroups.
	Integer

	isRoot
	Identifies if the DeviceGroup is the Root device group. “true” if root device group, “false” otherwise.
	Boolean

	parentID
	ID of the parent of this DeviceGroup or empty string if DeviceGroup is root.
	String


8.9 Data for Disconnected/Unplugged Sensors

It is important to note that for sensors that are in a disconnected or unplugged state, the following values and value types are returned in the ISXCSensorData object.
	Sensor data’s normal (connected) value type
	Sensor data value returned if sensor is disconnected
	Sensor data value type returned if sensor is disconnected.

	ISXCValueType.ENUM
	“-1”
	ISXCValueType.UNKNOWN

	ISXCValueType.INTEGER
	“Unplugged”
	ISXCValueType.UNKNOWN

	ISXCValueType.FLOAT
	“Unplugged”
	ISXCValueType.UNKNOWN

	ISXCValueType.DOUBLE
	“Unplugged”
	ISXCValueType.UNKNOWN

	
	
	


Client logic should be designed to handle the cases described above. 
8.10  ISXC Sensor Data

Current and historical sensor data can be retrieved through the methods of the Sensor web service. The structure of the returned data depends on which Sensor service method is called. For the getSensorData, getSensorDataRange and getHistoricalSensorData methods which return data items for a single sensor, the data is returned in an ISXCSensorData object with the following format: 

	Member
	Purpose
	Type

	timestamp
	The time that the data was collected or requested if the value requested is a derived value such as an average. (See below)
	dateTime

(xsd:datetime)

	valueType
	The type of the value of the sensor.
	Refer to Appendix: ISXC Web Service (Sensor) Data Value Types

	value
	The value of the sensor. 
	string

	units
	The localized string describing the units of the value. 
	string


NOTE: Please read section 8.9 Data for Disconnected/Unplugged Sensors
Because sensor values are obtained from devices by ISX Central using multiple sampling intervals and multiple protocols, the time stamps returned with sensor values can represent different things. The following table details what a time stamp can represent:
	
	getSensorData
	getHistoricalSensorData

	SNMP device (polled data)
	time stamp = last time device was polled for sensor data by ISXC.
	time stamp = last time device was polled for data and a change to the sensor’s value was detected.

	NetBotz device (pushed data)
	time stamp = last time device pushed sensor data to ISXC.
	time stamp = last time device detected a change to the sensor’s value.


8.11  ISXC Sensor Data Set

For the getMultipleSensorData methods which can return data for multiple sensors, it is necessary to associate each returned data item with the sensor to which it belongs. This association is accomplished by using the ISXCSensorDataSet object which contains both a sensor ID and an ISXCSensorData object.

NOTE: Please read section 8.9 Data for Disconnected/Unplugged Sensors
	Member
	Purpose
	Type

	sensorID
	The unique id of the sensor the value is associated with.
	string

	sensorData
	The value of the sensor.
	Refer to ISXC Sensor Data


9 Data Exposed Via Web Services versus ISX Central Client GUI

Wherever possible and logical, the data exposed through the web service interface has been formatted to match any corresponding data that is displayed in the ISX Central Client GUI. 

For example, the exact same logic is used to generate both the web service version of a device’s model name and the ISX Central Client GUI’s presentation of that same device’s model name. The goal of this is to facilitate rapid development of 3rd-party application integrations by providing a means to visually validate data obtained through the web service interface.

The following table lists some of the more notable exceptions to the above rule.

	
	ISX Central Client GUI
	Web Service Interface

	Primary ISX Central server entity.
	Not displayed.
	Exposed as root element of device hierarchy. This element has no parent.

	Secondary (discovered) ISX Central server entity.
	Displayed as an InfraStruXure Server device.
	Exposed as an SNMP device with primary ISX Central server as parent.

	Netbotz device’s parent device
	The host name of the Netbotz device itself.
	The id of the primary ISX Central server device element.

	Netbotz enclosure’s host name
	The host name of the parent Netbotz device.
	“”

	Netbotz enclosure’s IP address
	“<not addressable>”
	“”

	Netbotz pod’s host name
	The host name of the parent Netbotz device.
	“”

	Netbotz pod’s IP address
	“<not addressable>”
	“”

	Parent of devices that are children of primary ISX Central
	Label comprised of the short host name and device type of the primary ISX Central server.
	The id of the primary ISX Central server device element.

	Parent of devices that are children of a Netbotz device
	Label comprised of the host name of the Netbotz device.
	The id of the Netbotz device element.

	Device types
	Generic icons with labels that can range from generic to very specific.
	Generic type enumerations.

	Unplugged Sensor Values
	Depending on sensor and device type, display can be “-1”, “Unplugged” or “-“
	Refer to 8.9 Data for Disconnected/Unplugged Sensors


10 ISX Central Web Services Interface
The following sections describe each of the individual web services and the methods they support.
10.1 Device Service
An ISX Central is basically a monitor and aggregator of the status of devices that make up the infrastructure of a datacenter. The ISX Central Device web service exposes information about devices being monitored by an ISX Central server. Through the Devices web service, 3rd-party applications can also access this device data.
Once an application has obtained device data through the Devices web service, it can then use other ISX Central web services to obtain alarm, device group and sensor information regarding the devices.
10.1.1 Methods
The following methods are available through the Device web service. Note that these methods will only return information about devices that the caller has permission to access.
10.1.1.1 getAllDevices
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Sample SOAP request packet:
	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/wsdl/ISXCentralDevices-v1.0" xmlns:isx1="http://www.apc.com/stdws/wsdl/ISXCentralDevices-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx2:getAllDevicesRequest xmlns:isx2="http://www.apc.com/stdws/xsd/ISXCentralDevices-v1">

         <!--Optional:-->

         <isx2:locale>?</isx2:locale>

      </isx2:getAllDevicesRequest>

   </soapenv:Body>

</soapenv:Envelope>



Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralDevices-v1">

      <ns1:getAllDevicesResponse>

         <ns1:ArrayOfISXCDevice>

            <ns2:ISXCDevice xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCNamedElement>

                  <ns2:ISXCElement>

                     <ns2:ISXCElementType>DEVICE</ns2:ISXCElementType>

                     <ns2:id>B603f1c_nbSNMPEnc96B15316</ns2:id>

                  </ns2:ISXCElement>

                  <ns2:name>159.215.13.97</ns2:name>

               </ns2:ISXCNamedElement>

               <ns2:ISXCCommState>ONLINE</ns2:ISXCCommState>

               <ns2:ISXCDeviceType>UPS</ns2:ISXCDeviceType>

               <ns2:hostName>159.215.13.97</ns2:hostName>

               <ns2:ipAddress>159.215.13.97</ns2:ipAddress>

               <ns2:modelName>Symmetra 8000</ns2:modelName>

               <ns2:modelNumber/>

               <ns2:parentID>B603f1c</ns2:parentID>

               <ns2:serialNumber>JD0733012305</ns2:serialNumber>

               <ns2:ISXCDeviceState>WARNING</ns2:ISXCDeviceState>

            </ns2:ISXCDevice>

         </ns1:ArrayOfISXCDevice>

      </ns1:getAllDevicesResponse>

   </soap:Body>




10.1.1.2 getDeviceByID
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/wsdl/ISXCentralDevices-v1.0" xmlns:isx1="http://www.apc.com/stdws/wsdl/ISXCentralDevices-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx2:getDeviceByIDRequest xmlns:isx2="http://www.apc.com/stdws/xsd/ISXCentralDevices-v1">

         <isx2:ISXCElementID>B603f1c_nbSNMPEnc73404B7F</isx2:ISXCElementID>

         <!--Optional:-->

         <isx2:locale>?</isx2:locale>

      </isx2:getDeviceByIDRequest>

   </soapenv:Body>

</soapenv:Envelope>



Sample SOAP request response:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralDevices-v1">

      <ns1:getDeviceByIDResponse>

         <ns1:ISXCDevice>

            <ns2:ISXCNamedElement xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCElement>

                  <ns2:ISXCElementType>DEVICE</ns2:ISXCElementType>

                  <ns2:id>B603f1c_nbSNMPEnc73404B7F</ns2:id>

               </ns2:ISXCElement>

               <ns2:name>isxbuildkvm(159.215.15.22)</ns2:name>

            </ns2:ISXCNamedElement>

            <ns2:ISXCCommState xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">ONLINE</ns2:ISXCCommState>

            <ns2:ISXCDeviceType xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">CONSOLE_PORT_SERVER</ns2:ISXCDeviceType>

            <ns2:hostName xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">isxbuildkvm.ams.apc.com</ns2:hostName>

            <ns2:ipAddress xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">159.215.15.22</ns2:ipAddress>

            <ns2:modelName xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">isxbuildkvm</ns2:modelName>

            <ns2:modelNumber xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10"/>

            <ns2:parentID xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">B603f1c</ns2:parentID>

            <ns2:serialNumber xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">00602e011b89</ns2:serialNumber>

            <ns2:ISXCDeviceState xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">NONE</ns2:ISXCDeviceState>

         </ns1:ISXCDevice>

      </ns1:getDeviceByIDResponse>

   </soap:Body>

</soap:Envelope>




10.1.1.3 getDeviceByIPAddress
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/wsdl/ISXCentralDevices-v1.0" xmlns:isx1="http://www.apc.com/stdws/wsdl/ISXCentralDevices-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx2:getDeviceByIPAddressRequest xmlns:isx2="http://www.apc.com/stdws/xsd/ISXCentralDevices-v1">

         <isx2:ipAddress>159.215.15.22</isx2:ipAddress>

         <!--Optional:-->

         <isx2:locale>?</isx2:locale>

      </isx2:getDeviceByIPAddressRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP request response:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralDevices-v1">

      <ns1:getDeviceByIPAddressResponse>

         <ns1:ISXCDevice>

            <ns2:ISXCNamedElement xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCElement>

                  <ns2:ISXCElementType>DEVICE</ns2:ISXCElementType>

                  <ns2:id>B603f1c_nbSNMPEnc73404B7F</ns2:id>

               </ns2:ISXCElement>

               <ns2:name>isxbuildkvm(159.215.15.22)</ns2:name>

            </ns2:ISXCNamedElement>

            <ns2:ISXCCommState xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">ONLINE</ns2:ISXCCommState>

            <ns2:ISXCDeviceType xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">CONSOLE_PORT_SERVER</ns2:ISXCDeviceType>

            <ns2:hostName xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">isxbuildkvm.ams.apc.com</ns2:hostName>

            <ns2:ipAddress xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">159.215.15.22</ns2:ipAddress>

            <ns2:modelName xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">isxbuildkvm</ns2:modelName>

            <ns2:modelNumber xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10"/>

            <ns2:parentID xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">B603f1c</ns2:parentID>

            <ns2:serialNumber xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">00602e011b89</ns2:serialNumber>

            <ns2:ISXCDeviceState xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">NONE</ns2:ISXCDeviceState>

         </ns1:ISXCDevice>

      </ns1:getDeviceByIPAddressResponse>

   </soap:Body>

</soap:Envelope>


10.1.1.4 getDeviceByHostName
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/wsdl/ISXCentralDevices-v1.0" xmlns:isx1="http://www.apc.com/stdws/wsdl/ISXCentralDevices-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx2:getDeviceByHostNameRequest xmlns:isx2="http://www.apc.com/stdws/xsd/ISXCentralDevices-v1">

         <isx2:hostName>isxbuildkvm.ams.apc.com</isx2:hostName>

         <!--Optional:-->

         <isx2:locale>?</isx2:locale>

      </isx2:getDeviceByHostNameRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralDevices-v1">

      <ns1:getDeviceByHostNameResponse>

         <ns1:ISXCDevice>

            <ns2:ISXCNamedElement xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCElement>

                  <ns2:ISXCElementType>DEVICE</ns2:ISXCElementType>

                  <ns2:id>B603f1c_nbSNMPEnc73404B7F</ns2:id>

               </ns2:ISXCElement>

               <ns2:name>isxbuildkvm(159.215.15.22)</ns2:name>

            </ns2:ISXCNamedElement>

            <ns2:ISXCCommState xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">ONLINE</ns2:ISXCCommState>

            <ns2:ISXCDeviceType xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">CONSOLE_PORT_SERVER</ns2:ISXCDeviceType>

            <ns2:hostName xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">isxbuildkvm.ams.apc.com</ns2:hostName>

            <ns2:ipAddress xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">159.215.15.22</ns2:ipAddress>

            <ns2:modelName xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">isxbuildkvm</ns2:modelName>

            <ns2:modelNumber xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10"/>

            <ns2:parentID xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">B603f1c</ns2:parentID>

            <ns2:serialNumber xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">00602e011b89</ns2:serialNumber>

            <ns2:ISXCDeviceState xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">NONE</ns2:ISXCDeviceState>

         </ns1:ISXCDevice>

      </ns1:getDeviceByHostNameResponse>

   </soap:Body>

</soap:Envelope>


10.1.1.5 getDevicesByType
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/wsdl/ISXCentralDevices-v1.0" xmlns:isx1="http://www.apc.com/stdws/wsdl/ISXCentralDevices-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx2:getDevicesByTypeRequest xmlns:isx2="http://www.apc.com/stdws/xsd/ISXCentralDevices-v1">

         <isx2:ISXCDeviceType>SENSOR_POD</isx2:ISXCDeviceType>

         <!--Optional:-->

         <isx2:locale/>

      </isx2:getDevicesByTypeRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP request response:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralDevices-v1">

      <ns1:getDevicesByTypeResponse>

         <ns1:ArrayOfISXCDevice>

            <ns2:ISXCDevice xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCNamedElement>

                  <ns2:ISXCElement>

                     <ns2:ISXCElementType>DEVICE</ns2:ISXCElementType>

                     <ns2:id>BA4C9B3_nbAlinkEnc_0</ns2:id>

                  </ns2:ISXCElement>

                  <ns2:name>Sensor Pod</ns2:name>

               </ns2:ISXCNamedElement>

               <ns2:ISXCCommState>ONLINE</ns2:ISXCCommState>

               <ns2:ISXCDeviceType>SENSOR_POD</ns2:ISXCDeviceType>

               <ns2:hostName/>

               <ns2:ipAddress/>

               <ns2:modelName>Sensor Pod 150 Integrated</ns2:modelName>

               <ns2:modelNumber/>

               <ns2:parentID>BA4C9B3</ns2:parentID>

               <ns2:serialNumber>5A0840V00022</ns2:serialNumber>

               <ns2:ISXCDeviceState>NONE</ns2:ISXCDeviceState>

            </ns2:ISXCDevice>

         </ns1:ArrayOfISXCDevice>

      </ns1:getDevicesByTypeResponse>

   </soap:Body>

</soap:Envelope>




10.1.1.6 getDevicesBySerialNumber
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralDevices-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getDevicesBySerialNumberRequest>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

         <isx:serialNumber>5A0840V00022</isx:serialNumber>

      </isx:getDevicesBySerialNumberRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralDevices-v1">

      <ns1:getDevicesBySerialNumberResponse>

         <ns1:ArrayOfISXCDevice>

            <ns2:ISXCDevice xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCNamedElement>

                  <ns2:ISXCElement>

                     <ns2:ISXCElementType>DEVICE</ns2:ISXCElementType>

                     <ns2:id>BA4C9B3</ns2:id>

                  </ns2:ISXCElement>

                  <ns2:name>Netbotz Rack Monitor 550</ns2:name>

               </ns2:ISXCNamedElement>

               <ns2:ISXCCommState>ONLINE</ns2:ISXCCommState>

               <ns2:ISXCDeviceType>NETBOTZ_RACK</ns2:ISXCDeviceType>

               <ns2:hostName>159.215.12.201</ns2:hostName>

               <ns2:ipAddress>159.215.12.201</ns2:ipAddress>

               <ns2:modelName>Netbotz Rack Monitor 550</ns2:modelName>

               <ns2:modelNumber/>

               <ns2:parentID>B603f1c</ns2:parentID>

               <ns2:serialNumber>5A0840V00022</ns2:serialNumber>

               <ns2:ISXCDeviceState>FAILURE</ns2:ISXCDeviceState>

            </ns2:ISXCDevice>

         </ns1:ArrayOfISXCDevice>

      </ns1:getDevicesBySerialNumberResponse>

   </soap:Body>

</soap:Envelope>




10.1.1.7 getDevicesByModelNumber 
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Sample SOAP request packet:

	Note: This method is currently non-functional and will return no devices.



Sample SOAP response packet:

	Note: This method is currently non-functional and will return no devices.



10.1.1.8 getDevicesByModelName
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/wsdl/ISXCentralDevices-v1.0" xmlns:isx1="http://www.apc.com/stdws/wsdl/ISXCentralDevices-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx2:getDevicesByModelNameRequest xmlns:isx2="http://www.apc.com/stdws/xsd/ISXCentralDevices-v1">

         <!--Optional:-->

         <isx2:locale>?</isx2:locale>

         <isx2:modelName>Camera Pod 120</isx2:modelName>

      </isx2:getDevicesByModelNameRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralDevices-v1">

      <ns1:getDevicesByModelNameResponse>

         <ns1:ArrayOfISXCDevice>

            <ns2:ISXCDevice xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCNamedElement>

                  <ns2:ISXCElement>

                     <ns2:ISXCElementType>DEVICE</ns2:ISXCElementType>

                     <ns2:id>BA4C9B3_nbRmtEnclosure_0</ns2:id>

                  </ns2:ISXCElement>

                  <ns2:name>Spectra</ns2:name>

               </ns2:ISXCNamedElement>

               <ns2:ISXCCommState>OFFLINE</ns2:ISXCCommState>

               <ns2:ISXCDeviceType>CAMERA_POD</ns2:ISXCDeviceType>

               <ns2:hostName/>

               <ns2:ipAddress/>

               <ns2:modelName>Camera Pod 120</ns2:modelName>

               <ns2:modelNumber/>

               <ns2:parentID>BA4C9B3</ns2:parentID>

               <ns2:serialNumber>A4C9B3-NB007104450003</ns2:serialNumber>

               <ns2:ISXCDeviceState>FAILURE</ns2:ISXCDeviceState>

            </ns2:ISXCDevice>

         </ns1:ArrayOfISXCDevice>

      </ns1:getDevicesByModelNameResponse>

   </soap:Body>

</soap:Envelope>


10.1.1.9 getChildDevices
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/wsdl/ISXCentralDevices-v1.0" xmlns:isx1="http://www.apc.com/stdws/wsdl/ISXCentralDevices-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx2:getChildDevicesRequest xmlns:isx2="http://www.apc.com/stdws/xsd/ISXCentralDevices-v1">

         <isx2:ISXCElementID>BA4C305</isx2:ISXCElementID>

         <!--Optional:-->

         <isx2:locale>?</isx2:locale>

      </isx2:getChildDevicesRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralDevices-v1">

      <ns1:getChildDevicesResponse>

         <ns1:ArrayOfISXCDevice>

            <ns2:ISXCDevice xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCNamedElement>

                  <ns2:ISXCElement>

                     <ns2:ISXCElementType>DEVICE</ns2:ISXCElementType>

                     <ns2:id>BA4C305_nbBaseEnclosure</ns2:id>

                  </ns2:ISXCElement>

                  <ns2:name>Pelco</ns2:name>

               </ns2:ISXCNamedElement>

               <ns2:ISXCCommState>ONLINE</ns2:ISXCCommState>

               <ns2:ISXCDeviceType>NETBOTZ_ENCLOSURE</ns2:ISXCDeviceType>

               <ns2:hostName/>

               <ns2:ipAddress/>

               <ns2:modelName>Netbotz Rack Monitor 450</ns2:modelName>

               <ns2:modelNumber/>

               <ns2:parentID>BA4C305</ns2:parentID>

               <ns2:serialNumber>5A0806V00017</ns2:serialNumber>

               <ns2:ISXCDeviceState>ERROR</ns2:ISXCDeviceState>

            </ns2:ISXCDevice>

         </ns1:ArrayOfISXCDevice>

      </ns1:getChildDevicesResponse>

   </soap:Body>

</soap:Envelope>




10.1.1.10 getParentDevice
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/wsdl/ISXCentralDevices-v1.0" xmlns:isx1="http://www.apc.com/stdws/wsdl/ISXCentralDevices-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx2:getParentDeviceRequest xmlns:isx2="http://www.apc.com/stdws/xsd/ISXCentralDevices-v1">

         <isx2:ISXCElementID>BA4C9B3_nbAlinkEnc_0</isx2:ISXCElementID>

         <!--Optional:-->

         <isx2:locale>?</isx2:locale>

      </isx2:getParentDeviceRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralDevices-v1">

      <ns1:getParentDeviceResponse>

         <ns1:ISXCDevice>

            <ns2:ISXCNamedElement xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCElement>

                  <ns2:ISXCElementType>DEVICE</ns2:ISXCElementType>

                  <ns2:id>BA4C9B3</ns2:id>

               </ns2:ISXCElement>

               <ns2:name>Netbotz Rack Monitor 550</ns2:name>

            </ns2:ISXCNamedElement>

            <ns2:ISXCCommState xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">ONLINE</ns2:ISXCCommState>

            <ns2:ISXCDeviceType xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">NETBOTZ_RACK</ns2:ISXCDeviceType>

            <ns2:hostName xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">159.215.12.201</ns2:hostName>

            <ns2:ipAddress xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">159.215.12.201</ns2:ipAddress>

            <ns2:modelName xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">Netbotz Rack Monitor 550</ns2:modelName>

            <ns2:modelNumber xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10"/>

            <ns2:parentID xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">B603f1c</ns2:parentID>

            <ns2:serialNumber xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">5A0840V00022</ns2:serialNumber>

            <ns2:ISXCDeviceState xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">FAILURE</ns2:ISXCDeviceState>

         </ns1:ISXCDevice>

      </ns1:getParentDeviceResponse>

   </soap:Body>

</soap:Envelope>


10.2  Sensor Service
A sensor represents any measurable value or state within a device or probe. It is easy to confuse the terms sensors and probes but in the ISX Central domain, a probe is a physical entity for measuring an aspect of the physical environment while a sensor is a conceptual entity which simply references any device or probe value or state.

Sensors themselves have an associated state value. This value indicates whether the sensor is connected or not (for sensors associated with probes) and whether there is an alarm condition associated with the value of the sensor. Alarms are generally triggered when a sensor’s value exceeds a threshold defined by the user on the device or on ISX Central.

Sensors are organized by a pre-defined set of sensor types. Most devices support a DEVICE_STATUS sensor. 

Some devices will support multiple instances of a particular sensor type such as the BREAKER_CURRENT sensor on a PDU. When a device does have multiple instances of a sensor, each instance will be identified by a sequential index number. 

Some devices consist of modules or sub-systems and sometimes these modules have multiple instances of a certain type of sensor. In these cases, the sensor instances are double-indexed; once for the module instance and once for the sensor instance.

When referencing a NetBotz probe sensor, the sensor index often represents the port that the probe is plugged into.

10.2.1 Methods
The following methods are available through the Device web service.

10.2.1.1 initializeSensorService
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/wsdl/ISXCentralSensors-v1.0" xmlns:isx1="http://www.apc.com/stdws/wsdl/ISXCentralDevices-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx2:initializeSensorServiceRequest xmlns:isx2="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

         <!--Optional:-->

         <!--isx2:parameters>?</isx2:parameters-->

      </isx2:initializeSensorServiceRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

      <ns1:initializeSensorServiceResponse>

         <ns1:result>true</ns1:result>

      </ns1:initializeSensorServiceResponse>

   </soap:Body>

</soap:Envelope>




10.2.1.2 getSensorByID
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/wsdl/ISXCentralSensors-v1.0" xmlns:isx1="http://www.apc.com/stdws/wsdl/ISXCentralSensors-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx2:getSensorByIDRequest xmlns:isx2="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

         <!--Optional:-->

         <isx2:locale>?</isx2:locale>

         <isx2:ISXCElementID>BA4C9B3_nbAlinkEnc_0_STATUS</isx2:ISXCElementID>

      </isx2:getSensorByIDRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

      <ns1:getSensorByIDResponse>

         <ns1:ISXCSensor>

            <ns2:ISXCNamedElement xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCElement>

                  <ns2:ISXCElementType>SENSOR</ns2:ISXCElementType>

                  <ns2:id>BA4C9B3_nbAlinkEnc_0_STATUS</ns2:id>

               </ns2:ISXCElement>

               <ns2:name>Link Status</ns2:name>

            </ns2:ISXCNamedElement>

            <ns2:index xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10"/>

            <ns2:parentID xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">BA4C9B3_nbAlinkEnc_0</ns2:parentID>

            <ns2:ISXCSensorType xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">LINK_STATUS</ns2:ISXCSensorType>

            <ns2:ISXCSensorState xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">NONE</ns2:ISXCSensorState>

         </ns1:ISXCSensor>

      </ns1:getSensorByIDResponse>

   </soap:Body>

</soap:Envelope>


10.2.1.3 getSensorsByIDs


[image: image18]
Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1" xmlns:isx1="http://www.apc.com/stdws/wsdl/ISXCentralSensors-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getSensorsByIDsRequest>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

         <isx:ArrayOfISXCElementID>

            <!--Zero or more repetitions:-->

            <isx1:string>BA4C9B3_nbAlinkEnc_0_STATUS</isx1:string>

            <isx1:string>BA4C9B3_nbAlinkEnc_0_STATUS</isx1:string>

         </isx:ArrayOfISXCElementID>

      </isx:getSensorsByIDsRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

      <ns1:getSensorsByIDsResponse>

         <ns1:ArrayOfISXCSensor>

            <ns2:ISXCSensor xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCNamedElement>

                  <ns2:ISXCElement>

                     <ns2:ISXCElementType>SENSOR</ns2:ISXCElementType>

                     <ns2:id>BA4C9B3_nbAlinkEnc_0_STATUS</ns2:id>

                  </ns2:ISXCElement>

                  <ns2:name>Link Status</ns2:name>

               </ns2:ISXCNamedElement>

               <ns2:index/>

               <ns2:parentID>BA4C9B3_nbAlinkEnc_0</ns2:parentID>

               <ns2:ISXCSensorType>LINK_STATUS</ns2:ISXCSensorType>

               <ns2:ISXCSensorState>NONE</ns2:ISXCSensorState>

            </ns2:ISXCSensor>

            <ns2:ISXCSensor xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCNamedElement>

                  <ns2:ISXCElement>

                     <ns2:ISXCElementType>SENSOR</ns2:ISXCElementType>

                     <ns2:id>BA4C9B3_nbAlinkEnc_0_STATUS</ns2:id>

                  </ns2:ISXCElement>

                  <ns2:name>Link Status</ns2:name>

               </ns2:ISXCNamedElement>

               <ns2:index/>

               <ns2:parentID>BA4C9B3_nbAlinkEnc_0</ns2:parentID>

               <ns2:ISXCSensorType>LINK_STATUS</ns2:ISXCSensorType>

               <ns2:ISXCSensorState>NONE</ns2:ISXCSensorState>

            </ns2:ISXCSensor>

         </ns1:ArrayOfISXCSensor>

      </ns1:getSensorsByIDsResponse>

   </soap:Body>

</soap:Envelope>


10.2.1.4 getSensorsByType
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/wsdl/ISXCentralSensors-v1.0" xmlns:isx1="http://www.apc.com/stdws/wsdl/ISXCentralSensors-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx2:getSensorsByTypeRequest xmlns:isx2="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

         <!--Optional:-->

         <isx2:locale>?</isx2:locale>

         <isx2:ISXCSensorType>BATTERY_STATUS</isx2:ISXCSensorType>

      </isx2:getSensorsByTypeRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

      <ns1:getSensorsByTypeResponse>

         <ns1:ArrayOfISXCSensor>

            <ns2:ISXCSensor xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCNamedElement>

                  <ns2:ISXCElement>

                     <ns2:ISXCElementType>SENSOR</ns2:ISXCElementType>

                     <ns2:id>B603f1c_nbSNMPEncDAA5C943_BATTSTATUS</ns2:id>

                  </ns2:ISXCElement>

                  <ns2:name>Battery Status</ns2:name>

               </ns2:ISXCNamedElement>

               <ns2:index/>

               <ns2:parentID>B603f1c_nbSNMPEncDAA5C943</ns2:parentID>

               <ns2:ISXCSensorType>BATTERY_STATUS</ns2:ISXCSensorType>

               <ns2:ISXCSensorState>NONE</ns2:ISXCSensorState>

            </ns2:ISXCSensor>

         </ns1:ArrayOfISXCSensor>

      </ns1:getSensorsByTypeResponse>

   </soap:Body>

</soap:Envelope>




10.2.1.5 getSensorsForDevice
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/wsdl/ISXCentralSensors-v1.0" xmlns:isx1="http://www.apc.com/stdws/wsdl/ISXCentralSensors-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx2:getSensorsForDeviceRequest xmlns:isx2="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

         <isx2:ISXCElementID>BA4C9B3_nbAlinkEnc_0</isx2:ISXCElementID>

         <!--Optional:-->

         <isx2:locale>?</isx2:locale>

         <!--Optional:-->

         <isx2:ISXCSensorType>LINK_STATUS</isx2:ISXCSensorType>

      </isx2:getSensorsForDeviceRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

      <ns1:getSensorsForDeviceResponse>

         <ns1:ArrayOfISXCSensor>

            <ns2:ISXCSensor xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCNamedElement>

                  <ns2:ISXCElement>

                     <ns2:ISXCElementType>SENSOR</ns2:ISXCElementType>

                     <ns2:id>BA4C9B3_nbAlinkEnc_0_STATUS</ns2:id>

                  </ns2:ISXCElement>

                  <ns2:name>Link Status</ns2:name>

               </ns2:ISXCNamedElement>

               <ns2:index/>

               <ns2:parentID>BA4C9B3_nbAlinkEnc_0</ns2:parentID>

               <ns2:ISXCSensorType>LINK_STATUS</ns2:ISXCSensorType>

               <ns2:ISXCSensorState>NONE</ns2:ISXCSensorState>

            </ns2:ISXCSensor>

         </ns1:ArrayOfISXCSensor>

      </ns1:getSensorsForDeviceResponse>

   </soap:Body>

</soap:Envelope>


10.2.1.6 getDeviceForSensor
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/wsdl/ISXCentralSensors-v1.0" xmlns:isx1="http://www.apc.com/stdws/wsdl/ISXCentralDevices-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx2:getDeviceForSensorRequest xmlns:isx2="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

         <!--Optional:-->

         <isx2:locale>?</isx2:locale>

         <isx2:ISXCElementID>BA4C9B3_nbAlinkEnc_0_STATUS</isx2:ISXCElementID>

      </isx2:getDeviceForSensorRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

      <ns1:getDeviceForSensorResponse>

         <ns1:ISXCDevice>

            <ns2:ISXCNamedElement xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCElement>

                  <ns2:ISXCElementType>DEVICE</ns2:ISXCElementType>

                  <ns2:id>BA4C9B3_nbAlinkEnc_0</ns2:id>

               </ns2:ISXCElement>

               <ns2:name>Sensor Pod</ns2:name>

            </ns2:ISXCNamedElement>

            <ns2:ISXCCommState xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">ONLINE</ns2:ISXCCommState>

            <ns2:ISXCDeviceType xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">SENSOR_POD</ns2:ISXCDeviceType>

            <ns2:hostName xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10"/>

            <ns2:ipAddress xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10"/>

            <ns2:modelName xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">Sensor Pod 150 Integrated</ns2:modelName>

            <ns2:modelNumber xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10"/>

            <ns2:parentID xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">BA4C9B3</ns2:parentID>

            <ns2:serialNumber xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">5A0840V00022</ns2:serialNumber>

            <ns2:ISXCDeviceState xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">NONE</ns2:ISXCDeviceState>

         </ns1:ISXCDevice>

      </ns1:getDeviceForSensorResponse>

   </soap:Body>

</soap:Envelope>


10.2.1.7 getSensorData
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/wsdl/ISXCentralSensors-v1.0" xmlns:isx1="http://www.apc.com/stdws/wsdl/ISXCentralSensors-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx2:getSensorDataRequest xmlns:isx2="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

         <!--Optional:-->

         <isx2:locale>?</isx2:locale>

         <isx2:ISXCElementID>BA4C9B3_nbAlinkEnc_0_STATUS</isx2:ISXCElementID>

      </isx2:getSensorDataRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

      <ns1:getSensorDataResponse>

         <ns1:ISXCSensorData>

            <ns2:timeStamp xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">2009-04-10T10:05:09.723-04:00</ns2:timeStamp>

            <ns2:units xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10"/>

            <ns2:value xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">1</ns2:value>

            <ns2:ISXCValueType xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">ENUM</ns2:ISXCValueType>

         </ns1:ISXCSensorData>

      </ns1:getSensorDataResponse>

   </soap:Body>

</soap:Envelope>


10.2.1.8 getMultipleSensorData
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NOTE: for the getMultiple<X> methods, it is important to realize that specifying large sensor ID lists or “wide” date ranges can cause excessive cpu and/or memory utilization resulting in overall performance degradation. In order to prevent this, please specify as few sensors and/or as narrow a date range as is reasonable for your application.  
Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/wsdl/ISXCentralSensors-v1.0" xmlns:isx1="http://www.apc.com/stdws/wsdl/ISXCentralSensors-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx2:getMultipleSensorDataRequest xmlns:isx2="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

         <!--Optional:-->

         <isx2:locale>?</isx2:locale>

         <isx2:ArrayOfISXCElementID>

            <!--Zero or more repetitions:-->

            <isx1:string>BA4C9B3_nbAlinkEnc_0_STATUS</isx1:string>

            <isx1:string>BA4C9B3_nbAlinkEnc_1_STATUS</isx1:string>

         </isx2:ArrayOfISXCElementID>

      </isx2:getMultipleSensorDataRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

      <ns1:getMultipleSensorDataResponse>

         <ns1:ArrayOfISXCSensorDataSet>

            <ns2:ISXCSensorDataSet xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCSensorData>

                  <ns2:timeStamp>2009-04-10T10:15:09.733-04:00</ns2:timeStamp>

                  <ns2:units/>

                  <ns2:value>1</ns2:value>

                  <ns2:ISXCValueType>ENUM</ns2:ISXCValueType>

               </ns2:ISXCSensorData>

               <ns2:ISXCElementID>BA4C9B3_nbAlinkEnc_0_STATUS</ns2:ISXCElementID>

            </ns2:ISXCSensorDataSet>

            <ns2:ISXCSensorDataSet xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCSensorData>

                  <ns2:timeStamp>2009-04-10T10:15:09.733-04:00</ns2:timeStamp>

                  <ns2:units/>

                  <ns2:value>1</ns2:value>

                  <ns2:ISXCValueType>ENUM</ns2:ISXCValueType>

               </ns2:ISXCSensorData>

               <ns2:ISXCElementID>BA4C9B3_nbAlinkEnc_1_STATUS</ns2:ISXCElementID>

            </ns2:ISXCSensorDataSet>

         </ns1:ArrayOfISXCSensorDataSet>

      </ns1:getMultipleSensorDataResponse>

   </soap:Body>

</soap:Envelope>


10.2.1.9 getMultiplePeakSensorData
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NOTE: for the getMultiple<X> methods, it is important to realize that specifying large sensor ID lists or “wide” date ranges can cause excessive cpu and/or memory utilization resulting in overall performance degradation. In order to prevent this, please specify as few sensors and/or as narrow a date range as is reasonable for your application.

Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1" xmlns:isx1="http://www.apc.com/stdws/wsdl/ISXCentralSensors-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getMultiplePeakSensorDataRequest>

         <!--Optional:-->

         <isx:endDate>2009-10-09T08:56:04-04:00</isx:endDate>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

         <isx:ArrayOfISXCElementID>

            <!--Zero or more repetitions:-->            <isx1:string>B603f1c_nbSNMPEnc059CD3A4_PROBE_HUMIDITY_PERCENTAGE_1</isx1:string>            <isx1:string>B603f1c_nbSNMPEnc059CD3A4_PROBE_HUMIDITY_PERCENTAGE_2</isx1:string>

         </isx:ArrayOfISXCElementID>

         <!--Optional:-->

         <isx:startDate>2009-10-09T08:31:06-04:00</isx:startDate>

      </isx:getMultiplePeakSensorDataRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

      <ns1:getMultiplePeakSensorDataResponse>

         <ns1:ArrayOfISXCSensorDataSet>

            <ns2:ISXCSensorDataSet xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCSensorData>

                  <ns2:timeStamp>2009-10-09T08:56:04-04:00</ns2:timeStamp>

                  <ns2:units>% RH</ns2:units>

                  <ns2:value>14</ns2:value>

                  <ns2:ISXCValueType>INTEGER</ns2:ISXCValueType>

               </ns2:ISXCSensorData>               <ns2:ISXCElementID>B603f1c_nbSNMPEnc059CD3A4_PROBE_HUMIDITY_PERCENTAGE_1</ns2:ISXCElementID>

            </ns2:ISXCSensorDataSet>

            <ns2:ISXCSensorDataSet xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCSensorData>

                  <ns2:timeStamp>2009-10-09T08:56:04-04:00</ns2:timeStamp>

                  <ns2:units>% RH</ns2:units>

                  <ns2:value>14</ns2:value>

                  <ns2:ISXCValueType>INTEGER</ns2:ISXCValueType>

               </ns2:ISXCSensorData>               <ns2:ISXCElementID>B603f1c_nbSNMPEnc059CD3A4_PROBE_HUMIDITY_PERCENTAGE_2</ns2:ISXCElementID>

            </ns2:ISXCSensorDataSet>

         </ns1:ArrayOfISXCSensorDataSet>

      </ns1:getMultiplePeakSensorDataResponse>

   </soap:Body>

</soap:Envelope>


10.2.1.10 getMultipleAverageSensorData
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NOTE: for the getMultiple<X> methods, it is important to realize that specifying large sensor ID lists or “wide” date ranges can cause excessive cpu and/or memory utilization resulting in overall performance degradation. In order to prevent this, please specify as few sensors and/or as narrow a date range as is reasonable for your application.

Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1" xmlns:isx1="http://www.apc.com/stdws/wsdl/ISXCentralSensors-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getMultipleAverageSensorDataRequest>

         <!--Optional:-->

         <isx:endDate>2009-10-09T08:56:04-04:00</isx:endDate>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

         <isx:ArrayOfISXCElementID>

            <!--Zero or more repetitions:-->            <isx1:string>B603f1c_nbSNMPEnc059CD3A4_PROBE_HUMIDITY_PERCENTAGE_1</isx1:string>            <isx1:string>B603f1c_nbSNMPEnc059CD3A4_PROBE_HUMIDITY_PERCENTAGE_2</isx1:string>

         </isx:ArrayOfISXCElementID>

         <!--Optional:-->

         <isx:startDate>2009-10-09T08:31:06-04:00</isx:startDate>

      </isx:getMultipleAverageSensorDataRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

      <ns1:getMultipleAverageSensorDataResponse>

         <ns1:ArrayOfISXCSensorDataSet>

            <ns2:ISXCSensorDataSet xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCSensorData>

                  <ns2:timeStamp>2009-10-09T08:56:04-04:00</ns2:timeStamp>

                  <ns2:units>% RH</ns2:units>

                  <ns2:value>12</ns2:value>

                  <ns2:ISXCValueType>INTEGER</ns2:ISXCValueType>

               </ns2:ISXCSensorData>               <ns2:ISXCElementID>B603f1c_nbSNMPEnc059CD3A4_PROBE_HUMIDITY_PERCENTAGE_1</ns2:ISXCElementID>

            </ns2:ISXCSensorDataSet>

            <ns2:ISXCSensorDataSet xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCSensorData>

                  <ns2:timeStamp>2009-10-09T08:56:04-04:00</ns2:timeStamp>

                  <ns2:units>% RH</ns2:units>

                  <ns2:value>12</ns2:value>

                  <ns2:ISXCValueType>INTEGER</ns2:ISXCValueType>

               </ns2:ISXCSensorData>               <ns2:ISXCElementID>B603f1c_nbSNMPEnc059CD3A4_PROBE_HUMIDITY_PERCENTAGE_2</ns2:ISXCElementID>

            </ns2:ISXCSensorDataSet>

         </ns1:ArrayOfISXCSensorDataSet>

      </ns1:getMultipleAverageSensorDataResponse>

   </soap:Body>

</soap:Envelope>


10.2.1.11 getHistoricalSensorData
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Note: ISXCSensorData objects contain timestamps corresponding to when the sensor data was captured. Since these timestamps can be used to determine/enforce sample order, there is no guarantee of any order in the returned list of samples.

Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/wsdl/ISXCentralSensors-v1.0" xmlns:isx1="http://www.apc.com/stdws/wsdl/ISXCentralDevices-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx2:getHistoricalSensorDataRequest xmlns:isx2="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

         <!--Optional:-->

         <isx2:startDate>2009-04-06T09:20:05-04:00</isx2:startDate>

         <!--Optional:-->

         <isx2:endDate>2009-04-10T09:20:05-04:00</isx2:endDate>

         <!--Optional:-->

         <isx2:locale>?</isx2:locale>

         <!--Optional:-->

         <isx2:maxDataPoints>100</isx2:maxDataPoints>       <isx2:ISXCElementID>B603f1c_nbSNMPEnc2E04B18B_MEM_TEMPERATURE_0_4</isx2:ISXCElementID>

      </isx2:getHistoricalSensorDataRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

      <ns1:getHistoricalSensorDataResponse>

         <ns1:ArrayOfISXCSensorData>

            <ns2:ISXCSensorData xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:timeStamp>2009-04-06T09:14:53-04:00</ns2:timeStamp>

               <ns2:units>Â° C</ns2:units>

               <ns2:value>24,0</ns2:value>

               <ns2:ISXCValueType>FLOAT</ns2:ISXCValueType>

            </ns2:ISXCSensorData>

         </ns1:ArrayOfISXCSensorData>

      </ns1:getHistoricalSensorDataResponse>

   </soap:Body>

</soap:Envelope>




10.2.1.12 getAverageSensorData
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/wsdl/ISXCentralSensors-v1.0" xmlns:isx1="http://www.apc.com/stdws/wsdl/ISXCentralDevices-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx2:getAverageSensorDataRequest xmlns:isx2="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

         <!--Optional:-->

         <isx2:startDate>2009-04-06T09:20:05-04:00</isx2:startDate>

         <!--Optional:-->

         <isx2:endDate>2009-04-10T09:20:05-04:00</isx2:endDate>

         <!--Optional:-->

         <isx2:locale>?</isx2:locale>        <isx2:ISXCElementID>B603f1c_nbSNMPEnc2E04B18B_MEM_TEMPERATURE_0_4</isx2:ISXCElementID>

      </isx2:getAverageSensorDataRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

      <ns1:getAverageSensorDataResponse>

         <ns1:ISXCSensorData>

            <ns2:timeStamp xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">2009-04-10T09:20:05-04:00</ns2:timeStamp>

            <ns2:units xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">Â° C</ns2:units>

            <ns2:value xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">23,8</ns2:value>

            <ns2:ISXCValueType xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">FLOAT</ns2:ISXCValueType>

         </ns1:ISXCSensorData>

      </ns1:getAverageSensorDataResponse>

   </soap:Body>

</soap:Envelope>


10.2.1.13 getSensorDataRange
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Note: Normally ISXCSensorData objects contain timestamps corresponding to when the sensor data was captured. In the case of min/max sensor data, the timestamps are set to the user-specified EndDateTime. Because each min/max value could appear multiple times within a given date range, it is not possible to ascribe a specific collection date to either of the two returned min/max values.
Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/wsdl/ISXCentralSensors-v1.0" xmlns:isx1="http://www.apc.com/stdws/wsdl/ISXCentralDevices-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx2:getSensorDataRangeRequest xmlns:isx2="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

         <!--Optional:-->

         <isx2:endDate>2009-04-10T09:20:05-04:00</isx2:endDate>

         <!--Optional:-->

         <isx2:locale>?</isx2:locale>         <isx2:ISXCElementID>B603f1c_nbSNMPEnc2E04B18B_MEM_TEMPERATURE_0_4</isx2:ISXCElementID>

         <!--Optional:-->

         <isx2:startDate>2009-04-06T09:20:05-04:00</isx2:startDate>

      </isx2:getSensorDataRangeRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

      <ns1:getSensorDataRangeResponse>

         <ns1:ArrayOfISXCSensorData>

            <ns2:ISXCSensorData xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:timeStamp>2009-04-07T15:23:00.742-04:00</ns2:timeStamp>

               <ns2:units>V</ns2:units>

               <ns2:value>122.2</ns2:value>

               <ns2:ISXCValueType>INTEGER</ns2:ISXCValueType>

            </ns2:ISXCSensorData>

            <ns2:ISXCSensorData xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:timeStamp>2009-04-09T15:23:00.742-04:00</ns2:timeStamp>

               <ns2:units>V</ns2:units>

               <ns2:value>128.2</ns2:value>

               <ns2:ISXCValueType>INTEGER</ns2:ISXCValueType>

            </ns2:ISXCSensorData>

         </ns1:ArrayOfISXCSensorData>

      </ns1:getSensorDataRangeResponse>

   </soap:Body>

</soap:Envelope>


10.2.1.14 getSensorEnumerations
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Note: For sensors with enumerated value-types, the enumerated value definitions can vary from device model to device model. So, for example, an enumerated value of “0” for BATTERY_STATUS may mean “OK” on one UPS but may represent “Unknown” on another. ISX Central strives to normalize these values so they are consistent across devices however the sheer number of supported devices makes this difficult to guarantee. Verify sensor enumerations for all device models your application supports!

Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/wsdl/ISXCentralSensors-v1.0" xmlns:isx1="http://www.apc.com/stdws/wsdl/ISXCentralSensors-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx2:getSensorEnumerationsRequest xmlns:isx2="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

         <!--Optional:-->

         <isx2:locale>?</isx2:locale>

         <isx2:ISXCElementID>BA4C9B3_nbAlinkEnc_0_STATUS</isx2:ISXCElementID>

      </isx2:getSensorEnumerationsRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralSensors-v1">

      <ns1:getSensorEnumerationsResponse>

         <ns1:ArrayOfEnums>

            <ns2:string xmlns:ns2="http://www.apc.com/stdws/wsdl/ISXCentralSensors-v1">Offline</ns2:string>

            <ns2:string xmlns:ns2="http://www.apc.com/stdws/wsdl/ISXCentralSensors-v1">Online</ns2:string>

         </ns1:ArrayOfEnums>

      </ns1:getSensorEnumerationsResponse>

   </soap:Body>

</soap:Envelope>


10.3  Alarms Service
Alarms are conditions within the datacenter infrastructure that require attention. The textual contents of ISXC alarms are localized to a user specified locale when they are retrieved from the server. If no locale is specified, the server default locale is assumed.

All alarms contain a reference to the device that is experiencing the alarm condition. If an alarm is associated with a specific device sensor, a reference to that sensor may also be included in the alarm. Sensor-related alarms are usually generated when a user-defined threshold for the sensor value is violated. Sensor thresholds can be defined either directly on the device or in the ISX Central server.

An alarm is either active, meaning the condition that triggered the alarm still exists, or resolved, meaning the trigger condition no longer exists.
10.3.1 Methods
The following section describes the methods of the Alarm service. These methods are basically divided into two groups; those that retrieve active alarms and those that retrieve historical alarms. Active alarm methods return alarms that are active in the system now. Historical alarm methods allow retrieval of data for alarms that have occurred at any time in the system, starting at the point that the system began capturing alarm data and going up to the present time. 

The historical alarm data methods are further divided into two groups; normal history and delta history. Normal history methods return all alarms that were active at any point during the caller-specified time period. Delta history methods are designed for efficiency and thus only return data for alarms whose status has changed during the specified time period.

To help clarify the difference between normal and delta history methods please refer to the diagram below:
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In the above diagram, assume that the horizontal arrow represents a time line. The vertical dashed lines represent user-specified start and end times along the time line. Last, assume that the rectangles represent alarms; a left edge indicates the point in time when alarm became active, a right edge indicates the point in time when the alarm was resolved.

Using the normal historical web service methods to obtain alarm information for the above alarms, and specifying the above start and end times, would result in the following being returned:

Alarm B (resolved)

Alarm D (resolved)

Alarm E (active)

Alarm F (active)

This result is based on the fact that normal alarm methods return all alarms that were active at any time during the specified time period.

Delta-history methods will only return alarms whose statuses have changed (became active or became resolved) during the specified time period. Hence, retrieving the above alarm data using a delta-history method would result in the following being returned:

Alarm B (resolved)

Alarm D (resolved)

Alarm E (active)

Note 1: It would be the responsibility of the caller of delta-history methods to locally cache results from one method invocation to the next in order to persist any individual alarm status. 

Note 2: Delta-history methods use relative time instead of absolute time. This requires the caller to insure that the polling period and the specified absolute time are both equal and stable to avoid gaps in retrieved data and minimize overlaps in returned values.
Note 3: Results will include alarms whose states change precisely on the “edges” of the time window specified. In order to maximize efficiency, it is recommended that the caller specify a window that is slightly offset (by the minimum time resolution) from any previous specified window.

10.3.1.1 getAllActiveAlarms
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getAllActiveAlarmsRequest>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

      </isx:getAllActiveAlarmsRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

      <ns1:getAllActiveAlarmsResponse>

         <ns1:ArrayOfISXCAlarm>

            <ns2:ISXCAlarm xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCElement>

                  <ns2:ISXCElementType>ALARM</ns2:ISXCElementType>

                  <ns2:id>B603f1c_nbErrorCond_2F65F409</ns2:id>

               </ns2:ISXCElement>

               <ns2:activeTime>2009-04-03T12:45:52.898-04:00</ns2:activeTime>

               <ns2:ISXCAlarmSeverity>WARNING</ns2:ISXCAlarmSeverity>

               <ns2:ISXCAlarmState>ACTIVE</ns2:ISXCAlarmState>

               <ns2:description>A high temperature threshold violation exists for NMC integrated Environmental Monitor Sensor 1 (Int Sensor) reporting over 20.</ns2:description>

               <ns2:deviceID>B603f1c_nbSNMPEnc96B15316</ns2:deviceID>

               <ns2:recommendedAction>Recommended Action: Check the sensor location to make sure no excess  heat-generating equipment has been added and that proper airflow exists at that location. Make sure the threshold is set correctly, and the central air conditioning system is functioning properly. If the problem persists, increase the threshold setting, or see the APC Cooling Solutions (http://www.apc.com/go/direct/index.cfm?tag=networkair) page for information about air conditioning equipment designed specifically for UPS and IT environments.</ns2:recommendedAction>

               <ns2:resolvedTime xsi:nil="true"/>

               <ns2:sensorID/>

            </ns2:ISXCAlarm>

         </ns1:ArrayOfISXCAlarm>

      </ns1:getAllActiveAlarmsResponse>

   </soap:Body>

</soap:Envelope>




10.3.1.2 getAlarmByID
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getAlarmByIDRequest>

         <isx:ISXCElementID>B603f1c_nbErrorCond_BE9F3FE3</isx:ISXCElementID>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

      </isx:getAlarmByIDRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

      <ns1:getAlarmByIDResponse>

         <ns1:ISXCAlarm>

            <ns2:ISXCElement xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCElementType>ALARM</ns2:ISXCElementType>

               <ns2:id>B603f1c_nbErrorCond_BE9F3FE3</ns2:id>

            </ns2:ISXCElement>

            <ns2:activeTime xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">2009-04-10T01:02:18.616-04:00</ns2:activeTime>

            <ns2:ISXCAlarmSeverity xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">CRITICAL</ns2:ISXCAlarmSeverity>

            <ns2:ISXCAlarmState xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">ACTIVE</ns2:ISXCAlarmState>

            <ns2:description xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">Name: Unknown; Location: Unknown; Action: Front door relock timeout</ns2:description>

            <ns2:deviceID xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">B603f1c_nbSNMPEncC53828F1</ns2:deviceID>

            <ns2:recommendedAction xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">Recommended Action: Security breached. Attend to rack immediately!</ns2:recommendedAction>

            <ns2:resolvedTime xsi:nil="true" xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10"/>

            <ns2:sensorID xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10"/>

         </ns1:ISXCAlarm>

      </ns1:getAlarmByIDResponse>

   </soap:Body>

</soap:Envelope>


10.3.1.3 getActiveAlarmsForDevice
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getActiveAlarmsForDeviceRequest>

         <isx:ISXCElementID>B603f1c_nbSNMPEnc2E04B18B</isx:ISXCElementID>

         <!--Optional:-->

         <isx:excludeSensorAlarms>false</isx:excludeSensorAlarms>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

      </isx:getActiveAlarmsForDeviceRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

      <ns1:getActiveAlarmsForDeviceResponse>

         <ns1:ArrayOfISXCAlarm>

            <ns2:ISXCAlarm xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCElement>

                  <ns2:ISXCElementType>ALARM</ns2:ISXCElementType>

                  <ns2:id>B603f1c_nbErrorCond_9AD8B901</ns2:id>

               </ns2:ISXCElement>

               <ns2:activeTime>2009-04-07T10:05:12.547-04:00</ns2:activeTime>

               <ns2:ISXCAlarmSeverity>CRITICAL</ns2:ISXCAlarmSeverity>

               <ns2:ISXCAlarmState>ACTIVE</ns2:ISXCAlarmState>

               <ns2:description>RS: Sensor disconnected for Remote Sensor  at Unknown</ns2:description>

               <ns2:deviceID>B603f1c_nbSNMPEnc2E04B18B</ns2:deviceID>

               <ns2:recommendedAction>Recommended Action: Make sure the sensor is connected properly, or access the management interface and clear the communication alarm. If the problem persists, contact APC Support (http://www.apc.com/go/direct/index.cfm?tag=support).</ns2:recommendedAction>

               <ns2:resolvedTime xsi:nil="true"/>

               <ns2:sensorID/>

            </ns2:ISXCAlarm>

         </ns1:ArrayOfISXCAlarm>

      </ns1:getActiveAlarmsForDeviceResponse>

   </soap:Body>

</soap:Envelope>




10.3.1.4 getActiveAlarmsForSensor
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getActiveAlarmsForSensorRequest>

     <isx:ISXCElementID>B603f1c_nbSNMPEnc51F9BE03_MEM_TEMPERATURE_0_5</isx:ISXCElementID>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

      </isx:getActiveAlarmsForSensorRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

      <ns1:getActiveAlarmsForSensorResponse>

         <ns1:ArrayOfISXCAlarm>

            <ns2:ISXCAlarm xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCElement>

                  <ns2:ISXCElementType>ALARM</ns2:ISXCElementType>

                  <ns2:id>B603f1c_nbErrorCond_3F8F6030</ns2:id>

               </ns2:ISXCElement>

               <ns2:activeTime>2009-05-01T10:12:14.471-04:00</ns2:activeTime>

               <ns2:ISXCAlarmSeverity>ERROR</ns2:ISXCAlarmSeverity>

               <ns2:ISXCAlarmState>ACTIVE</ns2:ISXCAlarmState>

               <ns2:description>The current value of 'Temperature - Temp Sensor MM:5' (75.2 Â° F) is too low.</ns2:description>

               <ns2:deviceID>B603f1c_nbSNMPEnc51F9BE03</ns2:deviceID>

               <ns2:recommendedAction/>

               <ns2:resolvedTime xsi:nil="true"/>

               <ns2:sensorID>B603f1c_nbSNMPEnc51F9BE03_MEM_TEMPERATURE_0_5</ns2:sensorID>

            </ns2:ISXCAlarm>

         </ns1:ArrayOfISXCAlarm>

      </ns1:getActiveAlarmsForSensorResponse>

   </soap:Body>

</soap:Envelope>


10.3.1.5 getActiveAlarmsForSeverity
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getActiveAlarmsForSeverityRequest>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

         <isx:ISXCAlarmSeverity>CRITICAL</isx:ISXCAlarmSeverity>

      </isx:getActiveAlarmsForSeverityRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

      <ns1:getActiveAlarmsForSeverityResponse>

         <ns1:ArrayOfISXCAlarm>

            <ns2:ISXCAlarm xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCElement>

                  <ns2:ISXCElementType>ALARM</ns2:ISXCElementType>

                  <ns2:id>B603f1c_nbErrorCond_BE9F3FE3</ns2:id>

               </ns2:ISXCElement>

               <ns2:activeTime>2009-04-10T01:02:18.616-04:00</ns2:activeTime>

               <ns2:ISXCAlarmSeverity>CRITICAL</ns2:ISXCAlarmSeverity>

               <ns2:ISXCAlarmState>ACTIVE</ns2:ISXCAlarmState>

               <ns2:description>Name: Unknown; Location: Unknown; Action: Front door relock timeout</ns2:description>

               <ns2:deviceID>B603f1c_nbSNMPEncC53828F1</ns2:deviceID>

               <ns2:recommendedAction>Recommended Action: Security breached. Attend to rack immediately!</ns2:recommendedAction>

               <ns2:resolvedTime xsi:nil="true"/>

               <ns2:sensorID/>

            </ns2:ISXCAlarm>

         </ns1:ArrayOfISXCAlarm>

      </ns1:getActiveAlarmsForSeverityResponse>

   </soap:Body>

</soap:Envelope>


10.3.1.6 getAlarmsHistory
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getAlarmsHistoryRequest>

         <isx:EndDateTime>2009-03-26T12:40:03.000-04:00</isx:EndDateTime>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

         <isx:StartDateTime>2009-03-26T12:40:02.000-04:00</isx:StartDateTime>

      </isx:getAlarmsHistoryRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

      <ns1:getAlarmsHistoryResponse>

         <ns1:ArrayOfISXCAlarm>

            <ns2:ISXCAlarm xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCElement>

                  <ns2:ISXCElementType>ALARM</ns2:ISXCElementType>

                  <ns2:id>B603f1c_nbErrorCond_CDCA05F7</ns2:id>

               </ns2:ISXCElement>

               <ns2:activeTime>2009-03-26T12:40:02.121-04:00</ns2:activeTime>

               <ns2:ISXCAlarmSeverity>CRITICAL</ns2:ISXCAlarmSeverity>

               <ns2:ISXCAlarmState>RESOLVED</ns2:ISXCAlarmState>

               <ns2:description>The transfer of the device definition file (DDF) has succeeded.</ns2:description>

               <ns2:deviceID>B603f1c_nbSNMPEncA417FE60</ns2:deviceID>

               <ns2:recommendedAction/>

               <ns2:resolvedTime>2009-03-27T13:29:59.207-04:00</ns2:resolvedTime>

               <ns2:sensorID/>

            </ns2:ISXCAlarm>

         </ns1:ArrayOfISXCAlarm>

      </ns1:getAlarmsHistoryResponse>

   </soap:Body>

</soap:Envelope>



10.3.1.7 getAlarmsHistoryForDevice
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getAlarmsHistoryForDeviceRequest>

         <isx:ISXCElementID>B603f1c_nbSNMPEnc2E04B18B</isx:ISXCElementID>

         <isx:EndDateTime>2009-04-11T12:40:03.000-04:00</isx:EndDateTime>

         <!--Optional:-->

         <isx:excludeSensorAlarms>true</isx:excludeSensorAlarms>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

         <isx:StartDateTime>2009-03-26T12:40:03.000-04:00</isx:StartDateTime>

      </isx:getAlarmsHistoryForDeviceRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

      <ns1:getAlarmsHistoryForDeviceResponse>

         <ns1:ArrayOfISXCAlarm>

            <ns2:ISXCAlarm xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCElement>

                  <ns2:ISXCElementType>ALARM</ns2:ISXCElementType>

                  <ns2:id>B603f1c_nbErrorCond_752EF93D</ns2:id>

               </ns2:ISXCElement>

               <ns2:activeTime>2009-04-07T10:05:12.527-04:00</ns2:activeTime>

               <ns2:ISXCAlarmSeverity>CRITICAL</ns2:ISXCAlarmSeverity>

               <ns2:ISXCAlarmState>ACTIVE</ns2:ISXCAlarmState>

               <ns2:description>RS: Sensor disconnected for Remote Sensor  at Unknown</ns2:description>

               <ns2:deviceID>B603f1c_nbSNMPEnc2E04B18B</ns2:deviceID>

               <ns2:recommendedAction>Recommended Action: Make sure the sensor is connected properly, or access the management interface and clear the communication alarm. If the problem persists, contact APC Support (http://www.apc.com/go/direct/index.cfm?tag=support).</ns2:recommendedAction>

               <ns2:resolvedTime xsi:nil="true"/>

               <ns2:sensorID/>

            </ns2:ISXCAlarm>

         </ns1:ArrayOfISXCAlarm>

      </ns1:getAlarmsHistoryForDeviceResponse>

   </soap:Body>

</soap:Envelope>




10.3.1.8 getAlarmsHistoryForSensor
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getAlarmsHistoryForSensorRequest>

         <isx:ISXCElementID>B603f1c_nbSNMPEnc2E04B18B_foo</isx:ISXCElementID>

         <isx:EndDateTime>2009-04-11T12:40:03.000-04:00</isx:EndDateTime>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

         <isx:StartDateTime>2009-03-26T12:40:03.000-04:00</isx:StartDateTime>

      </isx: getAlarmsHistoryForSensorRequest >

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

      <ns1:getAlarmsHistoryForSensorResponse>

         <ns1:ArrayOfISXCAlarm>

            <ns2:ISXCAlarm xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCElement>

                  <ns2:ISXCElementType>ALARM</ns2:ISXCElementType>

                  <ns2:id>B603f1c_nbErrorCond_752EF93D</ns2:id>

               </ns2:ISXCElement>

               <ns2:activeTime>2009-04-07T10:05:12.527-04:00</ns2:activeTime>

               <ns2:ISXCAlarmSeverity>CRITICAL</ns2:ISXCAlarmSeverity>

               <ns2:ISXCAlarmState>ACTIVE</ns2:ISXCAlarmState>

               <ns2:description>RS: Sensor disconnected for Remote Sensor  at Unknown</ns2:description>

               <ns2:deviceID>B603f1c_nbSNMPEnc2E04B18B</ns2:deviceID>

               <ns2:recommendedAction>Recommended Action: Make sure the sensor is connected properly, or access the management interface and clear the communication alarm. If the problem persists, contact APC Support (http://www.apc.com/go/direct/index.cfm?tag=support).</ns2:recommendedAction>

               <ns2:resolvedTime xsi:nil="true"/>

               <ns2:sensorID> B603f1c_nbSNMPEnc2E04B18B_foo</ns2:sensorID>
            </ns2:ISXCAlarm>

         </ns1:ArrayOfISXCAlarm>

      </ns1: getAlarmsHistoryForSensorResponse >

   </soap:Body>

</soap:Envelope>


10.3.1.9 getAlarmsHistoryForSeverity

[image: image39]
Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getAlarmsHistoryForSeverityRequest>

         <isx:EndDateTime>2009-04-10T12:40:03.000-04:00</isx:EndDateTime>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

         <isx:ISXCAlarmSeverity>WARNING</isx:ISXCAlarmSeverity>

         <isx:StartDateTime>2009-03-26T12:40:03.000-04:00</isx:StartDateTime>

      </isx:getAlarmsHistoryForSeverityRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

      <ns1:getAlarmsHistoryForSeverityResponse>

         <ns1:ArrayOfISXCAlarm>

            <ns2:ISXCAlarm xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCElement>

                  <ns2:ISXCElementType>ALARM</ns2:ISXCElementType>

                  <ns2:id>B603f1c_nbErrorCond_438C0B62</ns2:id>

               </ns2:ISXCElement>

               <ns2:activeTime>2009-03-30T15:12:53.123-04:00</ns2:activeTime>

               <ns2:ISXCAlarmSeverity>WARNING</ns2:ISXCAlarmSeverity>

               <ns2:ISXCAlarmState>RESOLVED</ns2:ISXCAlarmState>

               <ns2:description>A discharged battery condition no longer exists.</ns2:description>

               <ns2:deviceID>B603f1c_nbSNMPEncDC049515</ns2:deviceID>

               <ns2:recommendedAction/>

               <ns2:resolvedTime>2009-03-30T15:32:59.063-04:00</ns2:resolvedTime>

               <ns2:sensorID/>

            </ns2:ISXCAlarm>

         </ns1:ArrayOfISXCAlarm>

      </ns1:getAlarmsHistoryForSeverityResponse>

   </soap:Body>

</soap:Envelope>




A few things to note:

· A limitation of the WSDL generation on the server-side currently constrains our service to publish parameters in alphabetical order instead of logical order. 

· DateTime values must be passed in ISO 8601 format.

10.3.1.10 getAlarmsDeltaHistory
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getAlarmsDeltaHistoryRequest>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

         <isx:secondsInPast>2009-03-26T12:40:02.000-04:00</isx:secondsInPast>

      </isx:getAlarmsDeltaHistoryRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

      <ns1:getAlarmsDeltaHistoryResponse>

         <ns1:ArrayOfISXCAlarm>

            <ns2:ISXCAlarm xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCElement>

                  <ns2:ISXCElementType>ALARM</ns2:ISXCElementType>

                  <ns2:id>B603f1c_nbErrorCond_CDCA05F7</ns2:id>

               </ns2:ISXCElement>

               <ns2:activeTime>2009-03-26T12:40:02.121-04:00</ns2:activeTime>

               <ns2:ISXCAlarmSeverity>CRITICAL</ns2:ISXCAlarmSeverity>

               <ns2:ISXCAlarmState>RESOLVED</ns2:ISXCAlarmState>

               <ns2:description>The transfer of the device definition file (DDF) has succeeded.</ns2:description>

               <ns2:deviceID>B603f1c_nbSNMPEncA417FE60</ns2:deviceID>

               <ns2:recommendedAction/>

               <ns2:resolvedTime>2009-03-27T13:29:59.207-04:00</ns2:resolvedTime>

               <ns2:sensorID/>

            </ns2:ISXCAlarm>

         </ns1:ArrayOfISXCAlarm>

      </ns1:getAlarmsDeltaHistoryResponse>

   </soap:Body>

</soap:Envelope>



10.3.1.11 getAlarmsDeltaHistoryForDevice
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getAlarmsDeltaHistoryForDeviceRequest>

         <isx:ISXCElementID>B603f1c_nbSNMPEnc2E04B18B</isx:ISXCElementID>

         <!--Optional:-->

         <isx:excludeSensorAlarms>true</isx:excludeSensorAlarms>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

         <isx:secondsInPast>2009-03-26T12:40:03.000-04:00</isx:secondsInPast>

      </isx:getAlarmsDeltaHistoryForDeviceRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

      <ns1:getAlarmsDeltaHistoryForDeviceResponse>

         <ns1:ArrayOfISXCAlarm>

            <ns2:ISXCAlarm xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCElement>

                  <ns2:ISXCElementType>ALARM</ns2:ISXCElementType>

                  <ns2:id>B603f1c_nbErrorCond_752EF93D</ns2:id>

               </ns2:ISXCElement>

               <ns2:activeTime>2009-04-07T10:05:12.527-04:00</ns2:activeTime>

               <ns2:ISXCAlarmSeverity>CRITICAL</ns2:ISXCAlarmSeverity>

               <ns2:ISXCAlarmState>ACTIVE</ns2:ISXCAlarmState>

               <ns2:description>RS: Sensor disconnected for Remote Sensor  at Unknown</ns2:description>

               <ns2:deviceID>B603f1c_nbSNMPEnc2E04B18B</ns2:deviceID>

               <ns2:recommendedAction>Recommended Action: Make sure the sensor is connected properly, or access the management interface and clear the communication alarm. If the problem persists, contact APC Support (http://www.apc.com/go/direct/index.cfm?tag=support).</ns2:recommendedAction>

               <ns2:resolvedTime xsi:nil="true"/>

               <ns2:sensorID/>

            </ns2:ISXCAlarm>

         </ns1:ArrayOfISXCAlarm>

      </ns1:getAlarmsDeltaHistoryForDeviceResponse>

   </soap:Body>

</soap:Envelope>




10.3.1.12 getAlarmsDeltaHistoryForSensor
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getAlarmsDeltaHistoryForSensorRequest>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

         <isx:ISXCElementID> B603f1c_nbSNMPEncDC049515_foobar</isx:ISXCElementID>
         <isx:secondsInPast>2009-03-26T12:40:03.000-04:00</isx:secondsInPast>

      </isx:getAlarmsDeltaHistoryForSensorRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

      <ns1:getAlarmsDeltaHistoryForSensorResponse>

         <ns1:ArrayOfISXCAlarm>

            <ns2:ISXCAlarm xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCElement>

                  <ns2:ISXCElementType>ALARM</ns2:ISXCElementType>

                  <ns2:id>B603f1c_nbErrorCond_438C0B62</ns2:id>

               </ns2:ISXCElement>

               <ns2:activeTime>2009-03-30T15:12:53.123-04:00</ns2:activeTime>

               <ns2:ISXCAlarmSeverity>WARNING</ns2:ISXCAlarmSeverity>

               <ns2:ISXCAlarmState>RESOLVED</ns2:ISXCAlarmState>

               <ns2:description>A discharged battery condition no longer exists.</ns2:description>

               <ns2:deviceID>B603f1c_nbSNMPEncDC049515</ns2:deviceID>

               <ns2:recommendedAction/>

               <ns2:resolvedTime>2009-03-30T15:32:59.063-04:00</ns2:resolvedTime>

               <ns2:sensorID>B603f1c_nbSNMPEncDC049515_foobar</ns2:sensorID>
            </ns2:ISXCAlarm>

         </ns1:ArrayOfISXCAlarm>

      </ns1:getAlarmsDeltaHistoryForSeverityResponse>

   </soap:Body>

</soap:Envelope>




10.3.1.13 getAlarmsDeltaHistoryForSeverity
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getAlarmsDeltaHistoryForSeverityRequest>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

         <isx:ISXCAlarmSeverity>WARNING</isx:ISXCAlarmSeverity>

         <isx:secondsInPast>2009-03-26T12:40:03.000-04:00</isx:secondsInPast>

      </isx:getAlarmsDeltaHistoryForSeverityRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralAlarms-v1">

      <ns1:getAlarmsDeltaHistoryForSeverityResponse>

         <ns1:ArrayOfISXCAlarm>

            <ns2:ISXCAlarm xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCElement>

                  <ns2:ISXCElementType>ALARM</ns2:ISXCElementType>

                  <ns2:id>B603f1c_nbErrorCond_438C0B62</ns2:id>

               </ns2:ISXCElement>

               <ns2:activeTime>2009-03-30T15:12:53.123-04:00</ns2:activeTime>

               <ns2:ISXCAlarmSeverity>WARNING</ns2:ISXCAlarmSeverity>

               <ns2:ISXCAlarmState>RESOLVED</ns2:ISXCAlarmState>

               <ns2:description>A discharged battery condition no longer exists.</ns2:description>

               <ns2:deviceID>B603f1c_nbSNMPEncDC049515</ns2:deviceID>

               <ns2:recommendedAction/>

               <ns2:resolvedTime>2009-03-30T15:32:59.063-04:00</ns2:resolvedTime>

               <ns2:sensorID/>

            </ns2:ISXCAlarm>

         </ns1:ArrayOfISXCAlarm>

      </ns1:getAlarmsDeltaHistoryForSeverityResponse>

   </soap:Body>

</soap:Envelope>




10.4 Device Groups Service

Device Group services allow 3rd-party applications to obtain information relating to the user-defined conceptual grouping of devices within the ISXC model.

Note: The following web service methods will only return device groups that the caller has access to, as determined by the user account credentials that are specified with each method invocation. If a call would normally return a reference to the “All Devices” root device group but the caller does not have access to this group, then a virtual “All My Devices” root group will be returned as a substitute in order to maintain the hierarchical nature of the device groups. 
10.4.1 Methods
The following sections describe the methods of the Device Groups service.
10.4.1.1 getAllDeviceGroups
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralDeviceGroups-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getAllDeviceGroupsRequest>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

      </isx:getAllDeviceGroupsRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralDeviceGroups-v1">

      <ns1:getAllDeviceGroupsResponse>

         <ns1:ArrayOfISXCDeviceGroup>

            <ns2:ISXCDeviceGroup xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCNamedElement>

                  <ns2:ISXCElement>

                     <ns2:ISXCElementType>DEVICE_GROUP</ns2:ISXCElementType>

                     <ns2:id>nbRootDeviceGroup</ns2:id>

                  </ns2:ISXCElement>

                  <ns2:name>All Devices</ns2:name>

               </ns2:ISXCNamedElement>

               <ns2:deviceCount>292</ns2:deviceCount>

               <ns2:isRoot>true</ns2:isRoot>

               <ns2:parentID/>

            </ns2:ISXCDeviceGroup>
         </ns1:ArrayOfISXCDeviceGroup>

      </ns1:getAllDeviceGroupsResponse>

   </soap:Body>

</soap:Envelope>



10.4.1.2 getDeviceGroupByID
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralDeviceGroups-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getDeviceGroupByIDRequest>

         <isx:ISXCElementID>nbRootDeviceGroup</isx:ISXCElementID>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

      </isx:getDeviceGroupByIDRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralDeviceGroups-v1">

      <ns1:getDeviceGroupByIDResponse>

         <ns1:ISXCDeviceGroup>

            <ns2:ISXCNamedElement xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCElement>

                  <ns2:ISXCElementType>DEVICE_GROUP</ns2:ISXCElementType>

                  <ns2:id>nbRootDeviceGroup</ns2:id>

               </ns2:ISXCElement>

               <ns2:name>All Devices</ns2:name>

            </ns2:ISXCNamedElement>

            <ns2:deviceCount xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">292</ns2:deviceCount>

            <ns2:isRoot xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">true</ns2:isRoot>

            <ns2:parentID xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10"/>

         </ns1:ISXCDeviceGroup>

      </ns1:getDeviceGroupByIDResponse>

   </soap:Body>

</soap:Envelope>


10.4.1.3 getRootDeviceGroup
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralDeviceGroups-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getRootDeviceGroupRequest>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

      </isx:getRootDeviceGroupRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralDeviceGroups-v1">

      <ns1:getRootDeviceGroupResponse>

         <ns1:ISXCDeviceGroup>

            <ns2:ISXCNamedElement xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCElement>

                  <ns2:ISXCElementType>DEVICE_GROUP</ns2:ISXCElementType>

                  <ns2:id>nbRootDeviceGroup</ns2:id>

               </ns2:ISXCElement>

               <ns2:name>All Devices</ns2:name>

            </ns2:ISXCNamedElement>

            <ns2:deviceCount xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">292</ns2:deviceCount>

            <ns2:isRoot xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">true</ns2:isRoot>

            <ns2:parentID xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10"/>

         </ns1:ISXCDeviceGroup>

      </ns1:getRootDeviceGroupResponse>

   </soap:Body>

</soap:Envelope>


10.4.1.4 getDevicesForGroupID

[image: image47]
Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralDeviceGroups-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getDevicesForGroupIDRequest>

         <isx:ISXCElementID>nbRootDeviceGroup</isx:ISXCElementID>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

      </isx:getDevicesForGroupIDRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralDeviceGroups-v1">

      <ns1:getDevicesForGroupIDResponse>

         <ns1:ArrayOfISXCDevice>

            <ns2:ISXCDevice xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCNamedElement>

                  <ns2:ISXCElement>

                     <ns2:ISXCElementType>DEVICE</ns2:ISXCElementType>

                     <ns2:id>BA4C305_nbAlinkEnc_1</ns2:id>

                  </ns2:ISXCElement>

                  <ns2:name>Module Ã  capteurs 150 (01)</ns2:name>

               </ns2:ISXCNamedElement>

               <ns2:ISXCCommState>ONLINE</ns2:ISXCCommState>

               <ns2:ISXCDeviceType>SENSOR_POD</ns2:ISXCDeviceType>

               <ns2:hostName/>

               <ns2:ipAddress/>

               <ns2:modelName>Sensor Pod 150 External</ns2:modelName>

               <ns2:modelNumber/>

               <ns2:parentID>BA4C305</ns2:parentID>

               <ns2:serialNumber>ZA0831014026</ns2:serialNumber>

               <ns2:ISXCDeviceState>FAILURE</ns2:ISXCDeviceState>

            </ns2:ISXCDevice>
         </ns1:ArrayOfISXCDevice>

      </ns1:getDevicesForGroupIDResponse>

   </soap:Body>

</soap:Envelope>


10.4.1.5 getUniqueDeviceGroupsForDevice
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralDeviceGroups-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getUniqueDeviceGroupsForDeviceRequest>

         <isx:ISXCElementID>B603f1c_nbSNMPEnc96B15316</isx:ISXCElementID>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

      </isx:getUniqueDeviceGroupsForDeviceRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralDeviceGroups-v1">

      <ns1:getUniqueDeviceGroupsForDeviceResponse>

         <ns1:ArrayOfISXCDeviceGroup>

            <ns2:ISXCDeviceGroup xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCNamedElement>

                  <ns2:ISXCElement>

                     <ns2:ISXCElementType>DEVICE_GROUP</ns2:ISXCElementType>

                     <ns2:id>nbUnassignedDeviceGroup</ns2:id>

                  </ns2:ISXCElement>

                  <ns2:name>Unassigned</ns2:name>

               </ns2:ISXCNamedElement>

               <ns2:deviceCount>292</ns2:deviceCount>

               <ns2:isRoot>false</ns2:isRoot>

               <ns2:parentID>nbRootDeviceGroup</ns2:parentID>

            </ns2:ISXCDeviceGroup>

         </ns1:ArrayOfISXCDeviceGroup>

      </ns1:getUniqueDeviceGroupsForDeviceResponse>

   </soap:Body>

</soap:Envelope>


10.4.1.6 getDeviceGroupsForDevice
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralDeviceGroups-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getDeviceGroupsForDeviceRequest>

         <isx:ISXCElementID>BA4C9B3</isx:ISXCElementID>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

      </isx:getDeviceGroupsForDeviceRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralDeviceGroups-v1">

      <ns1:getDeviceGroupsForDeviceResponse>

         <ns1:ArrayOfISXCDeviceGroup>

            <ns2:ISXCDeviceGroup xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCNamedElement>

                  <ns2:ISXCElement>

                     <ns2:ISXCElementType>DEVICE_GROUP</ns2:ISXCElementType>

                     <ns2:id>nbUnassignedDeviceGroup</ns2:id>

                  </ns2:ISXCElement>

                  <ns2:name>Unassigned</ns2:name>

               </ns2:ISXCNamedElement>

               <ns2:deviceCount>292</ns2:deviceCount>

               <ns2:isRoot>false</ns2:isRoot>

               <ns2:parentID>nbRootDeviceGroup</ns2:parentID>

            </ns2:ISXCDeviceGroup>

         </ns1:ArrayOfISXCDeviceGroup>

      </ns1:getDeviceGroupsForDeviceResponse>

   </soap:Body>

</soap:Envelope>


10.4.1.7 getChildDeviceGroups
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralDeviceGroups-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getChildDeviceGroupsRequest>

         <isx:ISXCElementID>nbRootDeviceGroup</isx:ISXCElementID>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

      </isx:getChildDeviceGroupsRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralDeviceGroups-v1">

      <ns1:getChildDeviceGroupsResponse>

         <ns1:ArrayOfISXCDeviceGroup>

            <ns2:ISXCDeviceGroup xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCNamedElement>

                  <ns2:ISXCElement>

                     <ns2:ISXCElementType>DEVICE_GROUP</ns2:ISXCElementType>

                     <ns2:id>nbDeviceGroup_5C3862DD</ns2:id>

                  </ns2:ISXCElement>

                  <ns2:name>foo</ns2:name>

               </ns2:ISXCNamedElement>

               <ns2:deviceCount>1</ns2:deviceCount>

               <ns2:isRoot>false</ns2:isRoot>

               <ns2:parentID>nbRootDeviceGroup</ns2:parentID>

            </ns2:ISXCDeviceGroup>

         </ns1:ArrayOfISXCDeviceGroup>

      </ns1:getChildDeviceGroupsResponse>

   </soap:Body>

</soap:Envelope>


10.4.1.8 getParentDeviceGroup
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Sample SOAP request packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soapenv:Envelope xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/" xmlns:isx="http://www.apc.com/stdws/xsd/ISXCentralDeviceGroups-v1">

   <soapenv:Header/>

   <soapenv:Body>

      <isx:getParentDeviceGroupRequest>

         <isx:ISXCElementID>nbUnassignedDeviceGroup</isx:ISXCElementID>

         <!--Optional:-->

         <isx:locale>?</isx:locale>

      </isx:getParentDeviceGroupRequest>

   </soapenv:Body>

</soapenv:Envelope>


Sample SOAP response packet:

	<?xml version="1.0" encoding="UTF-8"?>

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">

   <soap:Body xmlns:ns1="http://www.apc.com/stdws/xsd/ISXCentralDeviceGroups-v1">

      <ns1:getParentDeviceGroupResponse>

         <ns1:ISXCDeviceGroup>

            <ns2:ISXCNamedElement xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">

               <ns2:ISXCElement>

                  <ns2:ISXCElementType>DEVICE_GROUP</ns2:ISXCElementType>

                  <ns2:id>nbRootDeviceGroup</ns2:id>

               </ns2:ISXCElement>

               <ns2:name>All Devices</ns2:name>

            </ns2:ISXCNamedElement>

            <ns2:deviceCount xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">292</ns2:deviceCount>

            <ns2:isRoot xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10">true</ns2:isRoot>

            <ns2:parentID xmlns:ns2="http://www.apc.com/stdws/xsd/ISXCentral/2008/10"/>

         </ns1:ISXCDeviceGroup>

      </ns1:getParentDeviceGroupResponse>

   </soap:Body>

</soap:Envelope>


Appendix: ISXC Web Service Element Types

The following table lists all supported ISXCElement types.
	ISXCElementType.DEVICE
	“DEVICE”

	ISXCElementType.SENSOR
	“SENSOR”

	ISXCElementType.ALARM
	“ALARM”

	ISXCElementType.DEVICE_GROUP
	“DEVICE_GROUP”

	ISXCElementType.CAPACITY_GROUP**
	“CAPACITY_GROUP”

	ISXCElementType.PHYSICAL_CONTAINER**
	“PHYSICAL_CONTAINER”

	ISXCElementType.UNKNOWN
	“UNKNOWN”


** = Future release
Appendix: ISXC Web Service Device Types

The following table lists all supported ISXCDevice types.

	Enumeration
	Refers to…

	ISXCDeviceType.AC
	Air Conditioner or Air Removal Unit/Fan Cabinet

	ISXCDeviceType.BATTERY_MANAGER
	Battery management unit.

	ISXCDeviceType.CAMERA_POD
	Digital camera pod

	ISXCDeviceType.CCTV_POD
	Closed-circuit TV camera pod

	ISXCDeviceType.CONSOLE_PORT_SERVER
	Console Port Server

	ISXCDeviceType.DC_RECTIFIER
	DC rectifier / DC voltage generator.

	ISXCDeviceType.ENVIRONMENT
	EMU or EMS type device.

	ISXCDeviceType.INFRASTRUXURE
	The primary ISXC or any scanned ISX

	ISXCDeviceType.KVM_SWITCH
	Keyboard-Video-Mouse switch

	ISXCDeviceType.NETBOTZ_WALL
	A wall-mounted NetBotz Appliance including any attachments.

	ISXCDeviceType.NETBOTZ_RACK
	A rack-mounted NetBotz Appliance including any attachments.

	ISXCDeviceType.NETBOTZ_ENCLOSURE
	The hardware of a NetBotz Appliance less its attachments.

	ISXCDeviceType.NETWORK_DEVICE
	A router, switch, hub, etc.

	ISXCDeviceType.POWER_METER
	Power metering only devices.

	ISXCDeviceType.POWER_DISTRIBUTION
	InfraStruXure PDU

	ISXCDeviceType.RACK_ACCESS_DEVICE
	Rack security device

	ISXCDeviceType.RACK_MANAGER
	Rack manager

	ISXCDeviceType.RACK_POWER_DISTRIBUTION
	Rack mounted power strip.

	ISXCDeviceType.SHARED_DEVICE
	

	ISXCDeviceType.SENSOR_POD
	NetBotz sensor pod

	ISXCDeviceType.SERVER
	A server or workstation

	ISXCDeviceType.SNMP_DEVICE
	Any SNMP device that doesn’t fall into any other category here.

	ISXCDeviceType.TRANSFER_SWITCH
	Automatic transfer switch.

	ISXCDeviceType.UPS
	UPS.

	ISXCDeviceType.UNKNOWN
	Not categorized by any of the above.


Appendix: ISXC Web Service (Sensor) Data Value Types

The following table lists all constants used in defining Element properties and Sensor values.

	ISXCValueType.BOOLEAN
	“BOOLEAN”

	ISXCValueType.DATE
	“DATE”

	ISXCValueType.DATE_TIME
	“DATE_TIME”

	ISXCValueType.DOUBLE
	“DOUBLE”

	ISXCValueType.ENUM
	“ENUM”

	ISXCValueType.FLOAT
	“FLOAT”

	ISXCValueType.INTEGER

	“INTEGER”

	ISXCValueType.STRING
	“STRING”

	ISXCValueType.TIME
	“TIME”

	ISXCValueType.UNKNOWN
	“UNKNOWN”


Appendix: ISXC Web Service Alarm States

The following table lists all alarm states currently supported by ISX Central.

	ISXCAlarmState.ACTIVE
	“ACTIVE”

	ISXCAlarmState.RESOLVED
	“RESOLVED”


Appendix: ISXC Web Service Alarm Severity Types

The following table lists the mapping of alarm severities to the currently supported set of severities in ISX Central.

	ISXCAlarmSeverity.ERROR
	“ERROR”

	ISXCAlarmSeverity.FAILURE
	“FAILURE”

	ISXCAlarmSeverity.CRITICAL
	“CRITICAL”

	ISXCAlarmSeverity.WARNING
	“WARNING”

	ISXCAlarmSeverity.INFORMATIONAL
	“INFORMATIONAL”


Appendix: ISXC Web Service Communication States

The following table lists all possible device communication states.

	ISXCCommState.ONLINE
	“ONLINE”

	ISXCCommState.OFFLINE
	“OFFLINE”

	ISXCCommState.UNKNOWN
	“UNKNOWN”


Appendix: ISXC Web Service Device States

The following table lists all possible device states.

	ISXCDeviceState.INITIALIZING
	“NORMAL”

	ISXCDeviceState.NONE
	“NONE”

	ISXCDeviceState.OK
	“OK”

	ISXCDeviceState.INFORMATIONAL
	“INFORMATIONAL”

	ISXCDeviceState.WARNING
	“WARNING”

	ISXCDeviceState.ERROR
	“ERROR”

	ISXCDeviceState.CRITICAL
	“CRITICAL”

	ISXCDeviceState.FAILURE
	“FAILURE”


Appendix: ISXC Web Service Sensor States

The following table lists possible sensor states.

	ISXCSensorState.CRITICAL
	The sensor is in a critical state.

	ISXCSensorState.DISCONNECTED_FAILURE
	The sensor is disconnected (considered a failure).

	ISXCSensorState.DISCONNECTED_OK
	The sensor is disconnected (considered Okay).

	ISXCSensorState.ERROR
	The sensor is in an error state.

	ISXCSensorState.FAILURE
	The sensor is in a failure state.

	ISXCSensorState.INFORMATIONAL
	The sensor is in an informational state.

	ISXCSensorState.INITIALIZING
	The sensor is in an initializing state.

	ISXCSensorState.NONE
	The sensor is in no particular state. (considered Okay)

	ISXCSensorState.OK
	The sensor is in an Okay state.

	ISXCSensorState.UNKNOWN
	The sensor is in an unknown state.

	ISXCSensorState.WARNING
	The sensor is in a warning state.


Appendix: ISX Central Server v5.1 Polling Intervals

The following table lists polling intervals for ISX Central and its devices.
	Public network device discovery
	User-initiated (manual) or scheduled to occur up to once per day.

	Private network device discovery 
	Automatic, approx. 2 minutes following DCHP lease assignment.

	Comm lost detection.
	As part of the normal device data polling process.

	SNMP device data collection polling
	User-configurable polling period; default: 5 minutes. If the “priority polling” option is enabled during device discovery, polling will also occur immediately upon receipt of an SNMP trap from the device and the next scheduled poll will be pushed out by the value of the regular polling interval.

	NetBotz device sensor data collection polling
	User-configurable polling period; default: 10 minutes; cycles may overlap. If configured to generate alarms, upon receipt of an alarm/update from the device, ISX Central will adjust the next scheduled poll will be pushed out by the value of the regular polling interval.

	Sensor data backup interval
	User-configurable.

	Database backup interval
	User-configurable.

	Interval between a change in a device’s operation or environment and that detection of that change by the device.
	Instantaneous to a few milliseconds.


Appendix: ISX Central Server v5.1 Alert Actions

The following table lists user-configurable “actions” that can be configured to execute, notify, or be generated when a specific alert threshold violation occurs. These actions are configurable on a per-device basis. For a list of alert thresholds refer to Appendix: ISX Central Server v5.1 Alert Thresholds.
	SNMPv3 Inform
	

	Short Message E-mail
	

	E-mail
	

	HTTP Post
	

	Data to FTP Server
	

	SNMPv1 Trap
	

	Activate Button Output (Netbotz only)
	

	Set Switch Output State (Netbotz only)
	


Appendix: ISX Central Server v5.1 Alert Thresholds

The following table lists sensor “classes” that a user can choose to define thresholds on from the ISXC Client UI. Violation of these thresholds will cause alerts to be generated. These sensor class thresholds are configurable on a per-device basis.

	Air flow
	

	Audio
	

	Current (Amps)
	

	Dew Point
	

	Door
	

	Dry Contact
	

	Humidity
	

	Motion Sensor
	

	Other Numeric Sensor
	

	Other State Sensor
	

	Power (VA)
	

	Power (Watts)
	

	Temperature
	

	Voltage
	


Appendix: FAQ

	Do your WSDLs use document or RPC binding style?
	Document binding style.

	Is there a difference between the static WSDLs and the dynamically generated WSDLs?
	The dynamic WSDLs contain references to the server from which they are obtained while the static WSDLs substitute those a “SERVER_REPLACE_ME” tag for those references.

	Do you know of any web service tooling that can be used to generate stub code from your WSDLs?
	Eclipse WST works.

	What is the difference between AC Demand and AC Output?
	Demand is the amount of cooling (energy) needed to reach the user-specified temperature, as determined by the cooling device. Output is the amount of cooling (energy) being provided by the cooling device in an attempt to satisfy the demand. If the demand exceeds the output, you may have insufficient cooling.

	What is the difference between a Power Distribution Unit (PDU) and a rack-mount Power Distribution Unit (rmPDU)?
	Think of a PDU as a sort of power substation. It takes power from a UPS and parcels it out along branch circuits to individual racks. Some PDUs are the size of racks, others share a rack with a large UPS. An rmPDU is basically a large outlet-strip that usually takes power from a PDU and provides it to IT assets..

	What is a bank on a rack-mount PDU?
	A bank is a collection of outlets. 

	If an alarm condition already exists on a device when it is discovered, what is the start time of that alarm? 
	It is the time at which the device was discovered.

	Why don’t NetBotz pods have the same IP address as their parent device?
	NetBotz pods have no IP addresses because they are not network addressable, only their parent devices are.

	If the getDevicesBySerialNumber method returns multiple devices, how do I differentiate them?
	NetBotz devices and their associated enclosures are the only case where more than one object would be returned by this method (since they are the only devices that share serial numbers). You can differentiate them by their device type attribute.

	How come EXTERNAL_CONTACT sensors return different values for different devices?
	Many devices support user-selected values for the states of external contacts. Currently we have no way to expose the “context” of these settings so be very careful when programmatically testing the values of EXTERNAL_CONTACT sensors. Don’t assume that a value of “0” means “closed” or “1” means “open” across devices!

	Why does getSensorEnumerations return different values for the same sensor on similar types of device?
	We are aware of this issue and are working to normalize enumerated sensor values. Until then, make no assumptions about the consistency of enumerated values across devices.

	What are the ways alarms can be triggered?
	Loss of communication or FTP failure between ISX Central server and a device; user-defined sensor thresholds on ISX Central or on the device itself; certain SNMP (alarm flag) values defined in DDFs.

	What’s the difference between DEVICE_STATUS value and status?
	The value of the DEVICE_STATUS sensor represents the most critical condition currently active in a device, while the status of the DEVICE_STATUS sensor indicates how valid the value is.

	Is the value of the DEVICE_STATUS sensor equal to the state attribute in the ISXCDevice object?
	These should represent the same value.

	If I change a device setting through the device’s native UI, the change is displayed immediately, yet it can take several minutes before the change is exposed through web services. How come?
	Because the native UI updates much faster than the ISX Central device poll rate. If trap-directed polling is enabled for the device, changes should be reflected faster than when not enabled.

	What are the web service sensor indexes based on?
	Sensor instances are 1’s based, with the exception of the SUPPLEMENTAL_DEVICE_STATUS sensor which is 2’s based. Sensor enumerations are 0’s based.

	Can a sensor be both indexed and non-indexed?
	Yes. On some devices there is a single instance of a sensor so it may have an index of “1” or more often, no index at all. While on other devices the same sensor will have multiple instances, in which case it will have an index of “1” or more. A good example of this is the OUTPUT_POWER sensor which is single-instance on single-phase devices (no index), and multiple-instance on 3-phase devices (index=”1”, “2” or “3”). 

	Why do some single-instance sensors have an index of “1” while others have no index at all?
	Basically the web services expose index information exactly as it is provided by the server. The sheer number of sensors makes it unfeasible to normalize the index values of all of the single-instance sensors.

	What is a SUPPLEMENTAL_DEVICE_STATUS?
	Many devices have the ability to have sub-components plugged into them; for example, some UPSs allow environmental monitors to be attached. The SUPPLEMENTAL_DEVICE_STATUS sensors report the status of these sub-components. Because the combinations of devices and sub-components are virtually unlimited, the statuses of the attachments have to be exposed in a generic manner.

	Why do some sensors start with GROUP_?
	Certain devices, for example some AC units, can be connected together in such a way that they function in a cooperative manner. The GROUPed sensors expose values specific to devices configured to operate in that manner.

	What’s the difference between a sensor like RETURN_HUMIDITY and AVERAGE_RETURN_HUMIDITY?
	The RETURN_HUMIDITY reflects a single value sampled at the current point-in-time, while the AVERAGE value is an average of many samples over a period of time (since device start-up).

	What device attributes are affected by the web service locale parameter?
	Only some hostname attributes of NetBotz pod devices are localized. 

	What sensor attributes are affected by the web service locale parameter? 
	Only sensor names, values and units are localized, including enumeration strings.

	What alarm attributes are affected by the web service locale parameter?
	Only alarm descriptions and recommended actions are localized.

	What device group attributes are affected by the web service locale parameter?
	Only the names of the “All devices” and “Unassigned” device groups are localized.

	Are DeviceType or SensorType strings translated?
	No, those are constants.

	What do the timestamps in a sensor value represent?
	For non-historical values, they represent the time that a sensor’s data was last collected from its device. For historical values, they represent the time the sensor data was recorded. Since ISX Central only records data when it changes, this is equivalent to saying it is the time the sensor data changed.

	Why do sensors have both DISCONNECTED_OK and DISCONNECTED_FAILURE?
	On some devices, the user can select whether a disconnect sensor probe is reported as a failure or not.

	Is historical data (like that returned from getHistoricalAlarms) guaranteed to be returned in chronological order?
	No.

	The getHistoricalSensorData method sometimes returns entries that are outside of the specified range. Why?
	In order to optimize disk storage, ISX Central only records sensor data when a sensor value changes. Because of this, there may be no recorded sensor data entries with timestamps that fall within the specified start-end times. This doesn’t mean that there was no data for the sensor during the specified time span, only that the sensor value never changed during that span. To offset the lack of recorded entries, the getHistoricalSensorData method will return the last recorded value for the sensor, even if it was recorded prior to the specified start-time.


	Some UPSs have modules. What’s a module?
	Some large UPSes are comprised of a collection of smaller UPS-like devices. These smaller UPS devices are called modules.

	What is returned as the value or value type of a disconnected (unplugged) sensor.
	Refer to: 8.9 Data for Disconnected/Unplugged Sensors

	What are the differences between data displayed in the ISXCentral client application UI and the data exposed through the web service interface? 
	Refer to: 9 Data Exposed Via Web Services versus ISX Central Client GUI


Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns an ISXCDevice object that represents a device that is being monitored by the ISXC server and is identified by the specified host name. 








The host name of a device that is being monitored by the ISXC server.








Type: String





Parameter: hostName





Interfaces: v1.0, v2.0





Method: getDeviceByHostName





ISXC v5.1, v6.0





Service: ISXCentralDeviceService





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns an ISXCDevice object that represents a device that is being monitored by the ISXC server and is identified by the specified IP address. 








The IP address of a device that is being monitored by the ISXC server.








Type: String





Parameter: ipAddress





Interfaces: v1.0, v2.0
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Method: getDeviceByIPAddress





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns an ISXCSensor object that represents a sensor that is being monitored by the ISXC server and is identified by the specified ID. 








The unique identifier of a sensor that is being monitored by the ISXC server.








Type: String





Parameter: ISXCElementID





Interfaces: v1.0, v2.0





Method: getSensorByID








ISXC v5.1, v6.0





Service: ISXCentralSensorService








Purpose: Returns a list of ISXCDevice objects that represent devices that are being monitored by the ISXC server. 
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Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Interfaces: v1.0, v2.0





Method: getAllDevices





ISXC v5.1, v6.0





ISXC v5.1, v6.0





Service: ISXCentralDeviceService





Service: ISXCentralDeviceService





ISXCNamedElement





ISXCContainer





ISXCDeviceGroup





ISXCAlarm





ISXCSensor





ISXCDevice





ISXCElement





Web services





WSDLL





ISX Central Server





Infrastructure


devices





3rd-party


server/app





Development environment and client apps.








Purpose: Returns a list of ISXCDevice objects that represent devices that are being monitored by the ISXC server and are of the specified device type. 








One of the valid device type identifiers for devices that can be monitored by the ISXC server.








Type: ISXCDeviceType





Parameter: deviceType





Interfaces: v1.0, v2.0





Method: getDevicesByType





ISXC v5.1, v6.0





Service: ISXCentralDeviceService





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns a list of ISXCDevice objects that represent devices that are being monitored by the ISXC server and have the specified serial number. 








The serial number of one of the devices being monitored by the ISXC server. Note that with NetBotz devices, the “virtual” parent device inherits the serial number of the child enclosure device hence the need to return a list of devices.








Type: string





Parameter: serialNumber





Interfaces: v1.0, v2.0





Method: getDevicesBySerialNumber





ISXC v5.1, v6.0





Service: ISXCentralDeviceService





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns a list of ISXCDevice objects that represent devices that are being monitored by the ISXC server and have the specified model number. 








The model number of one or more of the devices being monitored by the ISXC server. 





Type: string





Parameter: modelNumber





Interfaces: v1.0, v2.0





Method: getDevicesByModelNumber





ISXC v5.1, v6.0





Service: ISXCentralDeviceService





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns a list of ISXCDevice objects that represent devices that are being monitored by the ISXC server and have the specified model name. 








The model name of one or more of the devices being monitored by the ISXC server. 





Type: string





Parameter: modelName





Interfaces: v1.0, v2.0





Method: getDevicesByModelName





ISXC v5.1, v6.0





Service: ISXCentralDeviceService





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns a list of ISXCDevice objects that represent any devices that are being managed by the device with the specified ID. 








The unique identifier of a device that is being monitored by the ISXC server.





Type: string





Parameter: ISXCElementID





Interfaces: v1.0, v2.0





Method: getChildDevices





ISXC v5.1, v6.0





Service: ISXCentralDeviceService





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns an ISXCDevice object that represents a device that is managing the device with the specified ID. 








The unique identifier of a device that is being monitored by the ISXC server.





Type: string





Parameter: ISXCElementID





Interfaces: v1.0, v2.0





Method: getParentDevice





ISXC v5.1, v6.0





Service: ISXCentralDeviceService





Parameter: locale (optional)





Purpose: Returns a list of ISXCSensor objects that represent sensors that are being monitored by the ISXC server and are of the specified type. 








Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Purpose: This optional method serves two purposes. First it allows the sensor web service to be customized using a string of parameter values (NYI). Secondly, it provides a mechanism for isolating the 2-3 second set up time required for the first (and only the first) invocation of the sensor service; otherwise a client has to endure that set up time during the processing of that first sensor service request. Returns true if successful.








Ignored





Type: string





Parameter: initialParameters 





Interfaces: v1.0, v2.0





Method: initializeSensorService





ISXC v5.1, v6.0





Service: ISXCentralSensorService





Type: String





Parameter: locale (optional)





Purpose: Returns a list of ISXCSensor objects that represent sensors that are being monitored by the ISXC server and are identified by the specified IDs. 








A list of unique identifiers of sensors that are being monitored by the ISXC server.








Type: String





Parameter: ISXCElementID  list





Interfaces: v1.0, v2.0





Method: getSensorsByIDs








ISXC v5.1, v6.0





Service: ISXCentralSensorService








Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns an ISXCDevice object that represents a device that is being monitored by the ISXC server and is identified by the specified ID. 








The unique identifier of a device that is being monitored by the ISXC server.








Type: String





Parameter: ISXCElementID





Interfaces: v1.0, v2.0





Method: getDeviceByID





ISXC v5.1, v6.0





Service: ISXCentralDeviceService





The specific type of the sensors to return.





Type: ISXCSensorType





Parameter: sensorType 





Interfaces: v1.0, v2.0





Method: getSensorsByType








ISXC v5.1, v6.0





Service: ISXCentralSensorService








Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns a list of ISXCSensor objects that represent sensors that are connected to the ISXC-server-monitored device that is identified by the specified ID. 








The unique ID of the device to return sensors for.





Type: String





Parameter: ISXCElementID 





Interfaces: v1.0, v2.0





Method: getSensorsForDevice








ISXC v5.1, v6.0





Service: ISXCentralSensorService








The sensor type to filter the results on.





Type: ISXCSensorType





Parameter: sensorType (optional)





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns an ISXCDevice object that represents the ISXC-server-monitored device that the sensor with the specified ID is connected to.





The unique ID of the sensor to return the device for.





Type: String





Parameter: ISXCElementID 





Interfaces: v1.0, v2.0





Method: getDeviceForSensor








ISXC v5.1, v6.0





Service: ISXCentralSensorService








Purpose: Returns an ISXCSensorData object that represents the current value data for the sensor with the specified ID.





The unique ID of the sensor to return the data for.





Type: String





Parameter: ISXCElementID 





Interfaces: v1.0, v2.0





Method: getSenorData








ISXC v5.1, v6.0





Service: ISXCentralSensorService








Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns a list of ISXCSensorDataSet objects that represent the current value data for a list of sensors with the specified IDs. Recommended when querying for data for 4 or more sensors. For 3 or less sensors, it may be more efficient to use the getSensorData method.





The unique IDs of the sensors to return the data for.





Type: String





Parameter: ISXCElementID list





Interfaces: v1.0, v2.0





Method: getMultipeSenorData








ISXC v5.1, v6.0





Service: ISXCentralSensorService








Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns a list of ISXCSensorDataSet objects that represent the peak value data for a list of sensors with the specified IDs. Recommended when querying for data for 4 or more sensors. For 3 or less sensors, it may be more efficient to use the getSensorDataRange method.





The unique IDs of the sensors to return the data for.





Type: String





Parameter: ISXCElementID list





Interfaces: v2.0





Method: getMultipePeakSenorData








ISXC v6.0





Service: ISXCentralSensorService








The start date-time of the range to return data for, or null to return data from start of recorded data.





Type: xsd:datetime





Parameter: startDateTime (optional)





The end date-time of the range to return data for, or null to return data until the end of recorded data.








Type: xsd:datetime





Parameter: endDateTime (optional)





The end date-time of the range to return data for, or null to return data until the end of recorded data.








Type: xsd:datetime





Parameter: endDateTime (optional)





The start date-time of the range to return data for, or null to return data from start of recorded data.





Type: xsd:datetime





Parameter: startDateTime (optional)





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns a list of ISXCSensorDataSet objects that represent the average value data for a list of sensors with the specified IDs. Recommended when querying for data for 4 or more sensors. For 3 or less sensors, it may be more efficient to use the getAverageSensorData method.





The unique IDs of the sensors to return the data for.





Type: String





Parameter: ISXCElementID list





Interfaces: v2.0





Method: getMultipeAverageSenorData








ISXC v6.0





Service: ISXCentralSensorService








The end date-time of the range to return data for, or null to return data until the end of recorded data.








Type: xsd:datetime





Parameter: endDateTime (optional)





The start date-time of the range to return data for, or null to return data from start of recorded data.





Type: xsd:datetime





Parameter: startDateTime (optional)





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns a list of ISXCSensorData objects that represent the recorded value data for a sensor with the specified ID. 





The unique ID of the sensor to return the data for.





Type: String





Parameter: ISXCElementID 





Interfaces: v1.0,v2.0





Method: getHistoricalSensorData








ISXC v5.1, v6.0





Service: ISXCentralSensorService








The max number of data points to return in the request. Value cannot exceed 1000.





Type: integer





Parameter: maxDataPoints (optional)





The end date-time of the range to return data for, or null to return data until the end of recorded data.








Type: xsd:datetime





Parameter: endDateTime (optional)





The end date-time of the range to return data for, or null to return data until the end of recorded data.








Type: xsd:datetime





Parameter: endDateTime (optional)





The start date-time of the range to return data for, or null to return data from start of recorded data.





Type: xsd:datetime





Parameter: startDateTime (optional)





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns an ISXCSensorData object that represents the average value of recorded data for a sensor with the specified ID. 





The unique ID of the sensor to return the data for.





Type: String





Parameter: ISXCElementID 





Interfaces: v1.0,v2.0





Method: getAverageSensorData








ISXC v5.1, v6.0





Service: ISXCentralSensorService








The start date-time of the range to return data for, or null to return data from start of recorded data.





Type: xsd:datetime





Parameter: startDateTime (optional)





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns the ISXCSensorData objects that represent the highest and lowest values of recorded data for a sensor with the specified ID. 





The unique ID of the sensor to return the data for.





Type: String





Parameter: ISXCElementID 





Interfaces: v2.0





Method: getSensorDataRange








ISXC v6.0





Service: ISXCentralSensorService








Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns a list of ISXCAlarm objects that represent all alarms that are currently unresolved in the ISXC server. 





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns a list of localized strings that correspond to possible values for a sensor that returns an enumeration index as its current data value and is identified by the specified ID. 





The unique ID of the sensor to return the enumerations for.





Type: String





Parameter: ISXCElementID 





Interfaces: v1.0,v2.0





Method: getSensorEnumerations








ISXC v5.1, v6.0





Service: ISXCentralSensorService








Parameter: locale (optional)





Interfaces: v1.0,v2.0





Method: getAllActiveAlarms








ISXC v5.1, v6.0





Service: ISXCentralAlarmsService








Purpose: Returns an ISXCAlarm object that represents an alarm (active or resolved) in the ISXC server and is identified by the specified ID. 








The unique identifier of an alarm that was created in the ISXC server.








Type: String





Parameter: ISXCElementID





Interfaces: v1.0, v2.0





Method: getAlarmByID





ISXC v5.1, v6.0





Service: ISXCentralAlarmsService





When set to true, alarms associated with sensors will be filtered from the result set and only alarms that are directly associated with the device will be returned.





Type: boolean





Parameter: excludeSensors (optional)





Purpose: Returns a list of ISXCAlarm objects that represent active alarms associated with an ISXC-server-monitored device which is identified by the specified ID. 








The unique identifier of a device that is being monitored by the ISXC server.








Type: String





Parameter: ISXCElementID





Interfaces: v1.0, v2.0





Method: getActiveAlarmsForDevice





ISXC v5.1, v6.0





Service: ISXCentralAlarmsService





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns a list of ISXCAlarm objects that represent active alarms associated with an ISXC-server-monitored sensor which is identified by the specified ID. 








The unique identifier of a sensor that is being monitored by the ISXC server.








Type: String





Parameter: ISXCElementID





Interfaces: v1.0, v2.0





Method: getActiveAlarmsForSensor





ISXC v5.1, v6.0





Service: ISXCentralAlarmsService





Purpose: Returns a list of ISXCAlarm objects that represent active alarms which have a severity that matches the specified severity level.








The severity to filter the resulting alarms on. 





Type: ISXCAlarmSeverity





Parameter: severity





Interfaces: v1.0, v2.0





Method: getActiveAlarmsForSeverity





ISXC v5.1, v6.0





Service: ISXCentralAlarmsService





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns a list of ISXCAlarm objects that represent alarms that were active during the specified time frame.








The start date-time of the range to return data for. 





Type: xsd:datetime





Parameter: startDate





Interfaces: v1.0, v2.0





Method: getAlarmsHistory





ISXC v5.1, v6.0





Service: ISXCentralAlarmsService





The end date-time of the range to return data for. 





Type: xsd:datetime





Parameter: endDate





The end date-time of the range to return data for. 





Type: xsd:datetime





Parameter: endDate





When set to true, alarms associated with sensors are excluded from the results and only alarms directly associated with the specified device are returned.





Type:  boolean





Parameter: excludeSensors (optional)





Purpose: Returns a list of ISXCAlarm objects that represent alarms that were active during the specified time frame and associated with the specific device.








The start date-time of the range to return data for. 





Type: xsd:datetime





Parameter: startDate





Interfaces: v1.0, v2.0





Method: getAlarmsHistoryForDevice





ISXC v5.1, v6.0





Service: ISXCentralAlarmsService





The unique identifier for an ISXC-server-monitored device. 





Type: string





Parameter: ISXCElementID





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





The unique identifier for an ISXC-server-monitored sensor. 





Type: string





Parameter: ISXCElementID





The end date-time of the range to return data for. 





Type: xsd:datetime





Parameter: endDate





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns a list of ISXCAlarm objects that represent alarms that were active during the specified time frame and associated with the specific sensor.








The start date-time of the range to return data for. 





Type: xsd:datetime





Parameter: startDate





Interfaces: v1.0, v2.0





Method: getAlarmsHistoryForSensor





ISXC v5.1, v6.0





Service: ISXCentralAlarmsService





The alarm severity to filter the results on. 





Type: ISXCAlarmSeverity





Parameter: severity





The end date-time of the range to return data for. 





Type: xsd:datetime





Parameter: endDate





Purpose: Returns a list of ISXCAlarm objects that represent alarms that were active during the specified time frame and were of the specified severity.








The start date-time of the range to return data for. 





Type: xsd:datetime





Parameter: startDate





Interfaces: v1.0, v2.0





Method: getAlarmsHistoryForSeverity





ISXC v5.1, v6.0





Service: ISXCentralAlarmsService





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns a list of ISXCAlarm objects that represent alarms that had a change of status during the specified time frame.








The number of seconds to go back (relative to “now”) and evaluate alarm data for.





Type: integer





Parameter: secondsInPast





Interfaces: v2.0





Method: getAlarmsDeltaHistory





ISXC v6.0





Service: ISXCentralAlarmsService





Purpose: Returns a list of ISXCAlarm objects that represent alarms that had a change of status during the specified time frame and were associated with the specified device.








The number of seconds to go back (relative to “now”) and evaluate alarm data for.





Type: integer





Parameter: secondsInPast





Interfaces: v2.0





Method: getAlarmsDeltaHistoryForDevice





ISXC v6.0





Service: ISXCentralAlarmsService





The unique identifier for an ISXC-server-monitored device.





Type: string





Parameter: ISXCElementID





When set to true, will cause alarms associated with sensors to be excluded from the result set and only alarms that are directly associated with the specified device to be returned.





Type: boolean





Parameter: excludeSensors (optional)





The unique identifier for an ISXC-server-monitored sensor.





Type: string





Parameter: ISXCElementID





The unique identifier for an ISXC-server-monitored sensor.





Type: string





Parameter: ISXCElementID





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns a list of ISXCAlarm objects that represent alarms that had a change of status during the specified time frame and were associated with the specified sensor.








The number of seconds to go back (relative to “now”) and evaluate alarm data for.





Type: integer





Parameter: secondsInPast





Interfaces: v2.0





Method: getAlarmsDeltaHistoryForSensor





ISXC v6.0





Service: ISXCentralAlarmsService





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns a list of ISXCAlarm objects that represent alarms that had a change of status during the specified time frame and were of the specified severity.








The number of seconds to go back (relative to “now”) and evaluate alarm data for.





Type: integer





Parameter: secondsInPast





Interfaces: v2.0





Method: getAlarmsDeltaHistoryForSeverity





ISXC v6.0





Service: ISXCentralAlarmsService





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns a list of ISXCDeviceGroup objects representing all device groups that exist in the ISXC server. 





Interfaces: v1.0,v2.0





Method: getAllDeviceGroups








ISXC v5.1, v6.0





Service: ISXCentralDeviceGroupsService








Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns an ISXCDeviceGroup object representing the device group that is identified by the specified ID. 





Interfaces: v1.0,v2.0





Method: getAllDeviceGroups








ISXC v5.1, v6.0





Service: ISXCentralDeviceGroupsService








The unique identifier for the device group being requested.





Type: String





Parameter: ISXCElementID





The unique identifier for the device group being requested.





Type: String





Parameter: ISXCElementID





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns an ISXCDeviceGroup object representing the root device group from which all other device groups are descended. 





Interfaces: v1.0,v2.0





Method: getRootDeviceGroup








ISXC v5.1, v6.0





Service: ISXCentralDeviceGroupsService








Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns a list of ISXCDevice objects representing the devices contained in the device group that is identified by the specified ID. 





Interfaces: v1.0,v2.0





Method: getDevicesForGroupID








ISXC v5.1, v6.0





Service: ISXCentralDeviceGroupsService








The unique identifier for the device being requested.





Type: String





Parameter: ISXCElementID





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns a list of ISXCDeviceGroup objects representing the device groups that the device identified by the specified ID was directly assigned to. 





Interfaces: v1.0,v2.0





Method: getUniqueDeviceGroupsForDevice








ISXC v5.1, v6.0





Service: ISXCentralDeviceGroupsService








The unique identifier for the device being requested.





Type: String





Parameter: ISXCElementID





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns a list of ISXCDeviceGroup objects representing the device groups that the device identified by the specified ID is contained in. 





Interfaces: v1.0,v2.0





Method: getDeviceGroupsForDevice








ISXC v5.1, v6.0





Service: ISXCentralDeviceGroupsService








The unique identifier for the device group being requested.





Type: String





Parameter: ISXCElementID





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns a list of ISXCDeviceGroup objects representing the device groups that are contained in the device group identified by the specified ID. 





Interfaces: v1.0,v2.0





Method: getChildDeviceGroups








ISXC v5.1, v6.0





Service: ISXCentralDeviceGroupsService








The unique identifier for the device group being requested.





Type: String





Parameter: ISXCElementID





Specifies the locale into which results are translated before being returned. The default value is the locale configured in the ISXC server.





Type: String





Parameter: locale (optional)





Purpose: Returns an ISXCDeviceGroup object representing the device group that contains the device group identified by the specified ID. 





Interfaces: v1.0,v2.0





Method: getParentDeviceGroup








ISXC v5.1, v6.0





Service: ISXCentralDeviceGroupsService
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